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FEDERAL BUREAU OF INVESTIGATION 


b2 

b7E 

b4 

70 

C 

■b7C 

bl 


Precedence: ROUTINE 


Date: 03/12/2007 


To: Inspection 

General Counsel 


Attn: I_S, Room 11061 

Attn: NS LB, Room 7975 


From: 

]' C o mi. 

Contact : SA 

Approved By: 


ULL 


Fall, 


Drafted 


By: Q 


b2 

b7E 

b6 

b7C 


(U) Case ID #: 

Title: (U) SA 

3SI 


1 8-HQ-C122 97 36-VIO 


INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 
(U) Synopsis: To reporr possible IOB error. 


0J) 


x 


Deri 

Dec 


On: 


032 


Details : 

(S) l . 


< u > X 

(U) 


Possible IOB Error: 


bl 

b2 

b7E 

bt 

b7C 


The Attorney General's Guidelines Provision: Improper NSL 

Collection . 

< u > X 4. Description of IOB Error (including any reporting delays). 

(3) In a National Security Letter (NSL) dated 00/jX/YYin ■ 
and uploaded a s serial 90 of the file identified in line #1,| | 

I 


~l pr.-vidp to 1-hp BBT thp 


' "■ r 

arid a heire sses of all financial instituti : ns at which subj 

Jm.aintained an account. This information was sought under the 


authority of Executive Order 12333, 


a a t ed De r e mb e r 4 , 1931, a nd 


DATE: 12-14-2007 
CLASSIFIED BY 65179 DHH/KSR/JB 
REAS OK; 1.4 (cf 
DECLASSIFY OH; 12-14-2032. 


ALL INFORMATION CONTAINED 
S'ft^ET HEREIN ...is. ...^classified except 
WHERE SHOWN .OTHERWISE 


NSL VI 0-35926 




tr tx 




(U) -Re-:- 


nspection From: 


278-HQ-C 1229736- V 10, 03/12/2007 


b2 

b7E 

b4 

b7D 


pursuant to Title lb. Uniced States Code :USC;, Section 168lu(a) ( theb r -‘ 

Fair Credit Reporting Act (FCRAJ, as amended). b7C 

bl 


(U) 

X.. 

On 0 9/28 / 2 0 06.1 1 1 nve s t. i a a t. i ve Sur-r-o r t 


1 served the aforementioned NSL on 



(S) In a response on 1 0/ 05/2 0C 6* 


list 
08/ 25/ 2 00 S 


J a full credit history of subj 




p-rovided IS.S 

rather than the 

f financial institutions originally" requested in the NSL of 


bl 

blE 


(ui X The full credit history that was erroneously provided-bo 

by | ^ | wa s attached -t-.^ an ccnmunicat ion (EC) dared b7C 

10/ 04/ 2006 and uploaded by|^^_^^_ja£ serial 100. 

On 10/27/2006. after review bvl I Case Agent 

I " i Primarv Relief Supervisor ! I 

I j —I initialed serial 100 for insertion into the file 

identified in line #1. 


bl 

7E 
b6 
b7 C 


[U) On 03/09/2 00 7 , while conducti ng of an audit of all FCRA 

MSLs as requested bv FBIHO.I | quad Support Technician 

IS STj^ [ discovered and brought to the attention of 

SA I I the fact that a full credit history report had been 

received in response to the NSL dated 08/25/2006. 

(S) W^hir^^Oniinules a fler the ^ d i s c o v e r y of Lhe imp ro per 
ct lie at ion . SA I l informed l I chief Division Counsel l I 

| |of the possible Intelligence Oversight Board (IOB) 

violation. Additional revi ew of the fi le identified in line #1 and 
consultation with Case Ag e n H Id e t e o i n e d that the information 

contained within the full rg-eHit hi el- nr v had been included in a 
summary analysis of subject. | | c r ed i t. history that had been 

approved and up-loaded as serial 106 or this file. No further action, 
either direct or indirect, had resulted from the erroneous receipt of 
the full credit history report. 


(U) )><f On 03/0 9/2007, SA. I [ directed SST l h o remove 

serials 100 and 108 f rom the file identified in line #1. These files 
were then sent to CDC sequestering pending a determination 
of their disposition by FEIHQ. 

(UJ gXf On 03/12/2007, Case Ag e n 1 1 | rep o r t ed that he had 

destroyed all of his personal paper ana e_ectronic copies of this D ' 

: t i f r:na t. i - vi . 




NSL VIO-35927 




fo2 

b7E 




7 : : I n sp e c t i o n F r om : 

(U) He-: ]><£ 27 8 -HQ-C1 22 9" 3 6- V10 , 03/12/2007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 


AT WASHINGTON. DC 

( U ) For a c ~ i o n d e e rued a pp r op- ria te . 

Set Lead 2 : (Action) 

GENERAL COUNSEL 


AT WASHINGTON, DC 

(U) For action deemed appropriate. 


♦♦ 



NSL VIO-35928 



(Rev. 01 -3 1-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 03/15/2007 

To: Inspection 

Attn : 

Internal Investigatio n s 




Section 




Roc m 11102 

s 

■eneral Counsel 

Attn : 

MS LB 




Ro~m 7975 

From: | 

i 




Cnief Division 

Counsel (CDC) 



Approved By: 
Drafted By: 


Case ID #: (U) 27 8-HQ-C122 97 36-VIO (Pending) 

Title: i U ) SPECIAL AGENT ( SA I "~| 

SUPERVISORY SPECIAL AGENT (SSA) 


POSSIBLE INTELLIGENCE OVERSIGHT BOARD 
( I OB ) MATTER - COUNTERTERRORISM RELATED 


b2 

b7E 

he 

hie 


Synopsis: (U) Tr. provide nof.i f i oat. i or. ~f a possible TOP 

violation, and to request that this matter be reported as an I OB 
violation - if appropriate. 


(U) ^ertTOd7^£Qm__s frt 

(U) De tails: -bscT Until 02/ 18/2007, Sa I . I was assigned to 

th- l , , h ounterterrorism squad and is a member of 

the Joint Terrorism Task Force (or JTTF) . His supervisor was SSA 
I 1 Effective 02/1S/20C7, he was assigned 

^^t^^the^^i^bi^Iritelligence Group. His current supervisor is SSA 


-LU 3 A I li f< h, Ti V7 vfflss a-sejr.t fer the i^yestiflat i o n 

napt ~ r.npH I If i 1 p 

nurn'riprl | A 


■b€ 

b7C 

bl 


DATE: 12-24-3007 ALL IHFO'RHATICHI :: tOTTAINED 

CLASSIFIED BY 65179 DHH/KSR/JB 'SfiCRET HEREIN IS UNCLASSIFIED EXCEPT 

reason: : 1.4 ;(£) where shown otherwise; 

DECLASSIFY ON: 12-14-2032 


NSL VIO-35937 


tr tr tr 






:ret 


Re : 


From: Q 


Inspection 
(U) 27 8-HQ-C122 97 36-VIO, 03/15/2007 


(3) By EC dared 00/ 20/^006. 3A I I caused a National 

Security Letter to be issued t f o r the 
"name, address, length of service and local and long distance 
tell billing records" associated with l H at the telephone 

nurnbe j j The relevant time period for requested 

records was from the inception of the account to the present. 

The NSL was dated 09/29/2006. 


bl 

b2 

b4 

b6 

b7c 

b7D 

b7E 


[ 


^ dat ed 1 0/ 2 4/2 0 06 , the 

I two r-nniP.c; ,-,f cp containin g | records 

f:r the telephone number Because the case agent 

was in training and away :f he :ffice, the data was not reviewed 
until January, 2007. On 02/07/2007, it was printed directly from 
the CD. Review showed chat the rec r ■ rdr r n n rd s t e d of billing 
reccrds for the period that subjectl subscribed to the 

number - j \ but also included were 

billing records tor two prior subscribers of the same number 
during previous years. 


(U) S.a J 1 spotted the over-collection issue and 

brought it. to the attention of the Chief Division Counsel (or 
CDC ) . E'v email dated 01/29/2007, the CDC requested guidance on 
h:w tc handle this inadvertent over-collection from the Office of 
the General Counsel. Because the CDC received no response, the 
CDC Paralegal Specialist re-queried the Office of the General 
Ccunsel concerning this issue on 03/13/2C07. That office stated 
that, the matter is reportable as a potential Intelligence 
Oversight Board violation. The CDC ordered sequestration of the 
n:n -subject matter records. The records new stand sequestered in 
t h e CDC * s safe. 


bl 

b2 

b7E 

be 

b7C 



2 


NSL VIO-3593S 




SBCgET 


Re : 


I n sp e ct i on F rorn : I I 

(U) 278-HQ-C1229736-V10, 03/15/2007 


bC 

b7E 


LEAD (s) : 

Set Lead 1 : (Action) 


INSPECTION 


AT WASHINGTON, DC 

(U) The Internal Investigations Section is requested 
t: determine if the matter related ir. this communication should 
be reported as an I OB. 


Set Lead 2 ; (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

( U ) NSLB is requested to determine if the matter 
related in this communication should be reported as an IOB. 

♦♦ 


SECRET 

3 


NSL VIO-35939 
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Sfe«RET 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 03/13/2007 


To: Inspection 

General Counsel 


Attn: I_S, Room 11061 

Attn: NSLB, Room 7975 


From: 

Contact: CDC [ 

Approved By: 

Drafted By: 


(U) ease ID # : 
Title: f'J) 


(S) 


2 7 S -HQ^Cl 2 2 9 7 3 6- V 1 0 ( Pending) 

27j?J^_^_ 453^6_ ( Pending ) 

I I Pending) 


INTELLIGENCE OVERSIGHT BOARD (IOB) 


(U) Synopsis: 

inf mat ion . 


To report possible IOB error for 


] 


hi 

h7A 

h2 

h7E 

h6 

h7C 


ERROR 


over collection of 


(U) M 



Details : 


hi 


b7C 


b7E 


(S) 1. 

(S) 2 . 


(U) • )x( 3. 

(S) 

(U) -••)><( 4. 


Possible IOB Error: Over collection of information. 


Description of IOE Error (including any reporting delays). 


(S) Prior to being converted to a n vest 1 a a t i o n . M a t i o ri a 1 

ecurity Letters (MSL) dared lu/uV/luui v:ere served on | | 


| requesting information pursuant to the Fair Cred i t 
Kepcrtmq Act, I'o u.S.C. §1681u(b). 15 U.3.C. §1681u(b) specifically 


POT: I2 : “14“2U07 

CLASSIFIED B¥ S5179 DIIH/KSR/JB 

REASON; ..1.4 (e) 

PEC LAS SIFT ON: 12-14-2032 


AIL INF0RMTX0H CONTAINED 
"SWCgKT .HEREIN. ...IS ....OWC.LASSIFIED EXCEPT 

WHERE SHOOT OTHERWISE 


hi 

b4 

b7D 


NSL VIO- 35940 




hi 

b2 

hiE 

b4 

b7D 

be 

b7C 


(U) 


(S) 


-Re-:- 


1 n s p e c t i c n fc ' r om : I 1 

27 8 - HQ-C 122 9/36 -VI 0 , U3/13/2UU7 


allows the FE_ 
address , place, 


response £ 


tc obtain information "limited name, address, farmer 
- -f employment . or former places of employment." In 
P rovided full credit reports. 


i list i tut i or.s wi th 
provided-.. a su 
institution s-f 


n fo rma l. i or. 

o u t s i d c t h c scope c f 1 5 U . 


nanc 

which the subject had a relationship. ! | 

of the names and addresses of financial 

| The financial institut i o n 


. C. § 1681 u ( b ) - 


(U) The delay in reporting these over collections was due t: the 

fact that the errors were not recognized until 3/13/2007 when an audit 
of NSL requests was made as directed by National Security Branch in an 
EC dated 3 / n s / ? n n i . a i g v - ho- a 1 4 3 7 7 ? n - na r . vq The information 

provided bv l I has been r emoved t 

from the investigative file and will be sequestered with CDc| | 

| \ to await instructions from the National Security Law branch 

regarding appropriate resolution of the potential 10B error. 


S«£gET 


NSL VIO- 35941 



sUCret 

To: Inspect i .-,n Fr'-on: !"" 1 

( U ) R-e-: 2 7 8 - HQ-C 1 2 2 9 7 3 6 -V T n , fl 3 / ; 3 / 2 0 D '/ 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(IT) Fo r b c i o n d eemed app r op r i a l 1 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For action deemed appripriat 


♦♦ 


Secret 


b2 

b7E 


NSL VIO-35942 
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SfiCRSff//gl3Se322 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 03/20/2007 

To: Inspection Attn: IIS, Room 11061 

General Counsel Attn: NSLB, Room 7975 

From: |" j 

Contact : SA 

Approved By: 

Drafted By: 

(U) Case ID #: 27 8 -HQ-C 122 9736-VIO 

27 t j 1 395380 

Title: (U) SA SA I I 

SSA SSA I I 

INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 
(U) Synopsis: To report possible IOB error. 



b2 
hi E 
h'c 

hie 


Details : 

tbi 
b2 
b7E 
b£ 
it 7 C 

Possible IOB Error: 


< s >l I 

(U)->K( 4. Descript ion of IOB Error (including any reporting delays). 



(3) On 08/30/2006, a National Security Letter (NSL) 


requesting subscriber i n fo rma t ion ( name . addr e s s . an d length of 
service) for the subject or a known 


residential 

address associated 


1 

1 The NSL was 

subsecuentlv served by the| I 

Division in 

September 2UU6 onl 

| and results were 

firwarded t<: 

| |f or review 



A revi ev of the results (serial 58) indicated that 

provided not only the requested information, but 

MTEs 12-14-2007 ALL INFORMATION CONTAINED 

tLASSIFIEK BX 65179 DMHZKSR/JB T / HEREIN IS UNCLASSIFIED EXCEPT 

REASON.;...!. 4.. .(.cl WHERE. SHOWN OTHERWISE 

DECLASSIFY OH; 12-14-2032 


bl 

h'c 

hlC 

b4 

■b7D 

h2 

b7E 


NSL VIO-35943 






NSL VIO-35944 




s fiisa^T / / 


hZ 

b7E 


To: I n sp e c t i o n F r om : I I 

(U) Rg-r 2 7 0 -HQ-C1 22 91 3 6 -VIC), 03/ 2 0/ 2 0 O' 

LEAD (s) : 

Set Lead 1 : (Action) 

IN'S PETTI ON 


AT WASHINGTON. DC 

; U } For a c t i on d eeined a pp r op r i a t e . 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON , DC 

( t' ) For action deemed appropriate. 


♦♦ 


"SECRET 


NSL VIO-35945 




FD-962 (Rev. 03-21-2005) 


"SEcre t / / 

FEDERAL BUREAU OF INVESTIGATION 



Title: (U) REPORT OR POTENTIAL 

INTELLIGENCE OVERSIGHT EOARD (IOB) ERROR 


b2 

blE 

be 

b7C 


(U) Synopsis: To report possible IOB error. 



Details : 


1. 


(U) 3. Possible IOB Error: 



DATE: 12-14-2007 All INFCiRHATION COKTAINSD 

CLASSIFIED BY 6S179 DHH/KSR/JB , HEREIN IS UNCLASSIFIED EXCEPT 

REASON: 1.4 (C) S&SR^T//253S«3I9^ WERE SHOW OTHERWISE: 

DECLASSIFY OH: 12-14-2032 


NSL VIO- 35946 


far far far far 




(U) - -R 


b2 

b7E 

<U> )X( The original documents ref le^tin^^he information which was 

net requested have been forwarded to[ |ADC for sequestering. 
Redacted copies only reflecting the ^uesTaT information will be 
retained for the case file. 





I n sp e c t ion F rom : I I 

27 8-HQ-C122 97 36-V10, 03/19/2007 



NSL VIO-35947 




b2 

b7E 


S&9R5T / 

To : I n spe c t. i : n From : I J 

(U) -Re-: 27 8-H(j-Cl22 97 36-VIO, 03/19/2007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 


♦♦ 


^S&es%BJ//233a© 


NSL VI 0-3 5 943 



(Rev. 01 -it 1-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 03/16/200" 



Drafted By: 


/ttj Case ID # : iVi 27 8-di^C122 97 36-VIO (Pending) 

/s\ 62F H | aO 94 55-IOB (Pending) 

(U) Title: jXT INTELLIGENCE OVERSIGHT HOARD 

MATTER 20U7-683 and MATTER 20 07 -6 R 4 

(U) INTELLIGENCE OVERSIGHT BOARD MATTERS 

Synopsis: (U) To address Intelligence Oversight Board (IOB) 

concerns and cover lead. 



i| T.T J Ref erence : V/ 


(U) Details: X i Du r i na January and February of 2 007 thel I 

I | serv ed a National Secu rity Letter (KSL ) to 

I on behalf rf the [ 1 Upon re ceiving the 

results of this NSL request, the ) I determir.ed that 

c o n t e r. t i r. f o r ma 1 2 c n w a s included in the results an:i s ubseq uently , 
l . h oo rd i n a t ed with she | | 

in oracr to rcsc_ve the matter. A s e c o nd an tempt b"y|^^~ |to 
fulfill the NSL request also resulted in che recei^otpossible 
email content information. After a third effort. I I cormolied 

with the constraints for this type of NSL request and the 
appropriate information was provided. As a result of this 
matter, the "jwa s compelled to report two separate 


ZF-| hAS 9455-103 Serial 22 

>7- HQ-C12297 36-VIO Serials 2202 and 


NSL VIO-35949 





See 


s|2HE^>¥^s2niI|] 


T : : General Co un s e 1 

(UJ -He-: X 278-HQ-C122 


From: I 
9736-ViO, 


03/16/2007 


I OB incidents to the Office of the General Counsel (OGC) . 
referenced serials for complete details. 


fTT'i bg'T I n response to the I OB concerns noted above, the 

I ^ I received two- leads from thp OGC.. hoi- 3 Hate.H 

02/21/2U07. These leads requested that the l H 


the appropriate protocols in place to prevent similar types of 
disclosure in the future. 


w While resolving this KSL matter, thj I 

Division recognized that t 1 ea r 1 y 


communicated the problem t | l and ensured that corrective 

action was taken. Through dialogue between the | | 

Division personnel and reporting agent, it was acknowledged that 


NSL compliance topics will be stressed for future NSL requests. 

(U) fed The! l is confident that the I I 

I I ” that NSL recipients arc 

infermed of the criteria outlined in NSL requests. 


(U) Per OGC request, ! H asks f | 

ensure that ! l ias the appropriate protocols in place to 

prevent similar types of disclosure in the future. 


b2 

blE 

b4 

b7D 


b2 

b7E 

b4 

b7D 


CJ) X l I recognized that the matter involving ! 

was net an i s o 1 a I. ed i n cider it . As such, OGC is requested to 
coordinate with the appropriate FBI Headquarters personnel in 
order to ensure that the FBI field offices remind all service 
providers of appropriate protocols for complying with NSL 
requests . 




2 


NSL VIO-35950 




:b2 

hlD 


To: Genprnl Counsel Fr-m: I ~ I 

CU) ■ Re-: jX^ 27 8-HQ-C1 2 2 97 3 6-VIO, 03/ 16/2 007 


LEAD (s) : 

Set Lead 1 : (Action) 

I I 

mI I 

(U) ■ "'M^er OGC request , | ~~ | a s 2 s | . "Its 

ensure that j | has the appropriate protocols in place tc 

p r event a im.il ar typ es o f d 1 s c 1 o sure in the future. 

Set Lead 2: (Action) 

GENERAL COUNSEL 


AT WASHINGTON. DC 

<u) X i i recognized that the matter involvir.g | 

w a s no t an 4 s elated : n c i d e n t . As such, OGC i s r e q u e s tel t 
co o rd i n a l e w 1 L 1 1 the appr op r i a t. e FPT H e a d qi i a r hers personnel i r. 
Order to ensure that the FBI field offices remind all service 
providers of appropriate protocols for complying with N3L 
requests . 


♦♦ 


3 


NSL VIO- 35951 


of t r 




FD-962 (Rev. 03-21-2005) 


(U) 


(U) 

(U) 


(U) - 

(TJ) 


FEDERAL BUREAU 


:au of in\7E 


STIGATION 


Precedence: ROUTINE 

To: Inspection 

General Counsel 


Date: 03/13/2007 

Attn: IIS , Room 11361 

Attn: NSLB, Room 7975 


Contact: CDc[ 


Approved By: 

Drafted By: 

Case ID #: 

(S) 

Title: (U) SA 


27 8 -HO- C122 97 36-V1Q ( Pending) 

07 8l 


88 fi _ ( Pending ) 
(Closed 


INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis: ^ To report possible IOB error for over collectio 
inf c rmation . 

X % DjgcJU«>sT?y^ 

Details : 

; s ) l . 


Possible IOB Error: Over collection of information. 


X 


> [ 


bl 

b2 

b7 

bt 

b7 


4 . 

(S) 


Description of IOB Error (including any reporting delays). 
A National Security Letter (KG L ) dated 07/03/2003 was sera 


| requesting information 


pursuant to the Fair Credit Reporting Act, lb U.3.C. §168lu(b). lb 
U.S.C. §l&81u(b) specifically allows the FBI to obtain information 
"limited to name, address, fo rmer addres s, plases of employment, or 
firmer places of employment." | | provided the names and 

addresses of the financial institutions which were associated with 


DATE : : 12’ 14-2007 

CLASSI FIED ..BY 6517& DHE/KSR/JB 

REASON; 1.4 (c) 

DECLASSIFY ON: 12-14-2032 




ALL INFORMATION COrTAlNED 
HERE IN ... IS... .UHCL ASS IFIED EXCE PT 
WHERE SHOWN ..OTHERWISE 


bl 

b4 

b7D 

b6 

b7C 

b2 

b7E 


NSL VIO-35952 




SSC^ET 


T : : I nap e c t i on F r om : I I 

(U) -Re-: 278-HQ-C 1229736- V 1 O , 03/13/2007 

(S) [ 


The financial inanimation information provided by 
out aid e t h e s e o p e of 1 5 if . S . C . §1681 u ( b ) . 


bl 

b4 

b7D 

b6 

b7C 

b2 

b7E 


( S ) N 3 L s d a t e d 0 2 / 21/2 0 0 4 we re served cn| 

I I replies nine 

information pursuant no the Fair Credit Reporting Act, 15 U.S.C. 
§1681u(b). 15 U.S.C. §1681u(b) specifically allows the FBI no obtain 

information "limited no name, address, firmer address, places of 
eiT£^^nen^^^^onrie^places of employment . " The MSLs addressed to 
I I requested those items as well as "thenames and 

addresses of all financial i nstitutions . . . " associated with|"" j 

I I provided a full credit report, which 

Inclu ded the financial institutions and account numbers with which 
| |had a relationship. The financial institution informatim^^^^ 

requested in th e NSL as well as the information provided by[ | 

| | wa s ounside the scope of 15 U.S.C. §15Glu(b). 


<U) 


The delay in reporting these three over collections was due 

tz the fact that the errors were not recognized until 3/13/2UU7 when 
an audit of NSL requests was made as directed by National Security 
Branch in an EC dated 3/05/ 2007. 31 9X-HO-A148772Q-OGC. serial 329. 

The information provided bv l ~~1 as been 

e investigative file anc will be sequestered with CDC 
to await resolution of the potential I OB error. 


remeved from t.h 


b4 

b7D 

b6 

b7C 




NSL VIO-35953 




To: T r. sp e o t i n n From : | 1 

(U) Re: TXq 2 7 8 - HQ- C 1 2 2 9 7 3 6 -VI 0 , 03/13/2007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

! U j For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) F:r art ion deemed appropriate. 


♦♦ 




-to 2 
to7E 


NSL VIO-35954 
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S^SR^T 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 03/13/2007 

To: Inspection 


Attn : 

IIS, Room 11361 

General Coun: 

sel 

Attn : 

NSLB, Room 7975 

From: 


1 




Contact: CDC I 1 


Approved By: 


b 1 

b2 

b7E 

b€ 

b7C 



Drafted By: | | 

Case ID # : bd/ 27 8 -HO-C 122 97 36-V1Q (Pending) 

27R| L- 4 5 3 6 6 (Pending) 

(. 3 ) | | (Closed) 

Title: f U ) Sa| I 

gs M —I 

INTEL:.: HI BOARD (IOB) ERROR 

(U) Synopsis: To report possible IOB error for over collection of 

information . 


Details : 


bl 

b2 


(U) 


Possible IOB Error: Over collecticn of information. 


(S) 


b7E 

be 

b7C 


fU) 4. Description of IOB Error (including any reporting delays). 

, (S) National Security (Wp l ' were served 

on| 

| | requesting information pursuant to the Lair Credit. ' 

■TepTTTTn^^ct , 15 U.S.C. §16Slu(b). 15 U.S.C. §1681u(b) specifically 

allows the FBI to obtain consumer information "limited to name, •, ,, 
address, forme^ddress^laces o f employment , or former places of : . 

employment . " | | provided a full credit report, which b4 

included the financial institutions and account numbers with which b?D 


mm: 12- 14“ 2007 Ml IKF0RHATI6H EOHTJfflSB 

CLASSIFIED BY 65179 DHH/KSP./JB HEREIN I S Ul-ICLASSIFIED EXCEPT 

REASON: 1.4 (c) WHERE SHOOT OTHERWISE 

DECLASSIFY ON: 12-14-2032 


NSL VIO-35955 




S5SRET 



-]x( The de lay in reporting the over collections was due t 

fact that the error was not recognized unzil 3/13/2007 when an 
of NSL requests was made as directed by National Security Branc 
EC dated 3 / 0 3 / ° C 0 7 . 3 1 QX - H ( )- A 1 4 8 7 7 2 O -OGC . serial 32 9. The infs 
provided by [ ll has been removed^rorr^^he__ 

investigative fi_e and will be sequestered with C DC | 
await instruct : ■' ns f r ■ -la line Nat.ional Security Law Branch regard 
appropriate resolution of the potent, ial TOR er ror. 


NSL VIO-35956 






b2 

■b7E 


To: inspection From: I I 

(U) -R-e-T ]><£ 27 3 -HQ-0122 91 36 -VI 0, 03/13/2007 

LEAD (s) : 

Set Lead 1 : (Action) 

IN'S PECO I OH 


AT WASHINGTON, DC 

[Ui For action deemed appropriate. 

Set Lead 2 : (Action) 


GENERAL COUNSEL 

AT WASHINGTON, DC 

( l' ) For action deemed appropriate. 


♦♦ 


CEgRBS 


NSL VIQ-35957 




FD-962 (Rev. 03-21-2005) 


5B«R£T 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 03/13/2007 


To: Inspection 

General Counsel 


Attn: I_£, Room 11061 

Attn: NSLB, Room 7975 



(U) Synopsis : To report possible IOB error for over collection of 

information . 


(U) )*( 



bl 

bC 

b7E 

bt 

b7C 


Details : 


1. 


bl (U) 
be 

J 

X 

b7E 

(s, r 

ht 

b7C^- 

X 

b4 

b7D 

f S ) J 
on 


Possible IOB Error: Over collection of information. 


] requesting information pursuant. 


the 

§ 1651 u ( ): 

to name , address, former address, places of 
places of employment." The NSL re-quested these items as well as "the 
names and addresses of all financial institutions..." associated with 


specifically allows the FBI to obtain information "limited 

enp 1 oyir.c n t , o r f o r me r 


I) ATE : 12-14-2007 

CLASSIFIED BY 65179 DHH/KSR/JB 

REASON; 1.4 4 g) 

DECLASSIFY - ON: 12-14-2032 


AL l INF QPilATI ON C 0NTA INED 
■IECREJ HEFEIN IS OTCLASS IFIED EXCE PT 

WHERE SHOWN OTHERWISE 


NSL VIO-35953 




SESEET 


l' [jj J [ | p r o v i d c d a c urnma r y of the n a rr.c c and addr c a a c a o f 

financial institutions which were associated with| | The 

financial information requested in the letter and the information 
provided t y w a s outside the scope of 15 U.S.C. §16'81u(b). ] 

Tde dela Y an reporting was due to the fact that the error ^ 

was net recognized until 3/13/2007 wher. an audit of N3L requests was * 
made as directed by National Security Branch in an EC dated 3 / U b / 2 U U / I 
31 9X-HQ-A1 4 3772 0-GGC, serial 329. The information provided I H i 

has been reirrveiir^r^the investigative file and will be sequestered 
with CDC| | to await instructions from the National 

Security 1 L5W rT a ft 5ft i'Pgarding appropriate resolution of the potential 
I OB error. 




NSL VIO-35959 




SESEfiT 


b2 

b7E 


To: Inject ion Fr‘m: | 1 

(U ) -Re: X 2 7 y -HQ-C1 2 2 9 7 3 6- VI O, 0 3 / 1 3/ 2007 

LEAD (s) : 

Set Lead 1 : (Action) 


INSPECTION 

AT WASHINGTON . DC 

( U ) For a o t i o n d e cmcd a pp r ■ >p r i a t . e . 

Set Lead 2 : (Action) 


3ENERAL COUNSEL 


AT WASHINGTON, DC 

(U) For action deemed appropriate. 


♦♦ 


SBSR&T 


NSL VIO-35960 



FD-962 (Rev. 03-21-2005) 


T 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 

To: Inspection 

General Counsel 


Date: 03/13/2007 

Attn: IIS, Room 11361 

Attn: NSLB, Room 7975 


From: 


Contact: CDC 

Approved By: 


Drafted By: 
(U) Case ID # : 


[ 


,3, [ 

Title: f'J) SaCI 


7 8 -HO-C 122 97 36-VlO (Pending) 

Rl Ir:4 53ft6 _ (Pending) 


( Closed j 

1 




INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

(U) Synopsis: To report possible IOB error for over collection of 

information . 


(U) 




Details : 

(S) 1. 




(S) 


bl 

b2 

b7E 

be 

b7C 


bl 


b4 

b7D 


Possible IOB Error: Over collection of information. be 

, b7C 


(U) 4. Description of IOB Error (including any reporting delays). 

f c ) N 3 1 i o n a 1 3 r 1 i r i t v TifT tf^r >7 ( K 3 T ' d 3 1 fi / 1 7 / " 0 0 5 v t r ft .it r v ftl 


£ 


I 


■jesting information pursuant to the lair Credit ' 

^epTT^Tnt^^c t. , 15 U.S.C. §1681u(b). 15 U.S.C. §1681n(b) specifically 

allows the FBI to obtain information "limited to name, address, former 
address, places of empl oyment , or former places of employment." The 
NSLs requested those items as well as "the names and addresses of all 


DATE: 12-14-2007 

CLASS IF IED BY 65 1 79 DKH/KS R/JB 

RE AS OI'J: ■ 1.4 (c} 

DECLASSIFY OH: 12-14-2032 


ALL IBF0RHATIOH COMTABJED 
■SEOnBT HEREIN IS UNCLASSIFIED EaCOT 
where shown otherwise 


NSL VIO-35961 


tr tr 




SECRET 


<U) He-:- 


(S) 




Inspection 

178-HQ- 


F r om : 


C 


36-ViO, 03/13/2007 


b2 
b7E 
b 

b , ^ 
to 4 
b7D 


financial 


response, 
address e 


n s . whi.ch.-.Avncxc-.-associ-a-ted wi-th|- 
| provided a full credit report, including names 
and account numbers f or financia l institutions with which 
the subject had a relationship. ! | pr : vided a summary of 

names_an^addresses of financial institut cans a s s o dated with 

I The financial institution info rma t. i o n requested i n 


In 


the 


NSL as well as the informatior 
outside the scope of lb U.S.C. 


provided byQ 
b 1 6 y 1 u ( b ) / 


che 


:'J) X The delay in reporting these over collections was due co the 

fact that the errors were not recognized until 3/13/2007 when an audit 
of NSL requests was made as directed by National Security Branch in an 
E7 dated 3 / 0 - OGC , serial 32 9. The information 
provided bv | "I has been r e mo v ed^rorr^^he^_^_ 

investigative file and will be sequestered with CPC | ] to 

await instructions from the National Security Law Branch regarding 
appropriate resolution of the potential 10B error. 


b4 
b7D 
b 6 
b7C 


•3&GRET 


NSL VIO-35962 


-u m 






To: T ns p e c t i o n F r om : I ~ I 

(UJ 'Re-: 27 3-HQ-C122 37 36-VIO, 03/13/2007 

LEAD (s) : 

Set Lead 1 : (Action) 


INSPECTION 


AT WASHINGTON. PC 

[ U ) Fo r action d eerne d app r op r i a t e . 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WAS H I N GT ON , DC 

ft) For action deemed appropriate. 


♦♦ 


SSCRfiT 



FD-962 (Rev. 03-21-2005) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 01/24/2007 

To: Inspection 

Attn : 

IIS, Room 11361 

General Counsel 

Attn : 

NSLB, Room 7975 


From: 

' Contact : SA[ 

Approved By: I " "" 


Drafted By: | | 

(U) Case ID #: 27 3-HQ-C122 97 36-VIO 


b2 

hlE 

be 

b7c 


Title: 

<U) Synopsis 

(U) 


1J) INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 
^8^ To report possible IOB error. 

X l5eH^edr~F«^ 


Details : 

; s ) l . 


bl 
hi A 


(UJ 


(U) 



be 

b7C 

Tne case agent is S/1 

| and the supervisorb<_ 

is 3SA| | 

b7E 


1 

Possible IOB Error: 


(3) | 

i fei 


(£ 


Description of IOB Error (including any reporting delays). I r ‘ 

D o 

1 b7C 

b4 
b7D 


On 10/3/2006, Sl|. 


Division, sent a National Security Letter (NSL) to l 

f:r cellular telephone records tor two telephone nnmt'e rs be 1 i e ved t. 
be associated n r had been n v ~evi niid y ass:ciated with the subject, 

h e records were requested to 

determine the full scope of the subject’s activities to include the 
identity o f t b e s ub j e c t ' s c n t a e t s a r.d a s s ■: c i a t e s . O n 1 0 / 1 1 / 2 0 0 6 , 

| j received a written notice frorr j | that the 


DATE: 12-14-2007 

CL ASS I FIED BY 6 .5 179 BHH/E3R/ IB 

REASON : 1.4 (s) 

DECLASSIFY ON: 12-14-2032 


ALL IN F ORfflVTT OH C 0HTAINE D 
MORIS’ HEREIN IS UN CLASSIFIED EXCEPT 

WHERE shoot, otherwise 


NSL VIO-35964 




SSCEET 


T : : In sp e ct i on F r om : I I 

(UJ -He-: 27 8-HQ-C122 97 36-ViO, 01/24/2007 

; subj cct 1 3 ) name- provided o n the KSL did not rr.at.cn their billing 
records. | 1 reguested that the NSL be resubmitted with 

the cellular telephone numbers and date range without the subject's 
name . 


hi 

bZ 

b7E 

b4 

b7D 

'b6 

b7C 


I L_UJ Us — 1 1 /1 .1 / 2 0 0 6 , SA | | s ubmi 1 1 ed a sec o nd N S L to 

the same teleghon^m^ers . 

Pursuant t ~l instruction. S A d i d n o t 
include the subject's name on the K^L_^_OrL_12/_^^^^^^A n | 

received a package of records from j I responsive to the 

NSL. On 1/17/2007, S A ^^^^^^jTo£ened_^nc^^e v i e we d the records. 
Records provided for te^phonT"|^ |were associated with the 

subject, however, the billing records ioent tried the s ub s c r i be r a s th e 
subi e ct ' s employer. Records provided for cellular number [ "f 

j | also reflected that the subject was n ot the sub scriber oT the 

telephone number. Upon fur ther review, SAl I determined the 

reccrds provided for number | |for the requested date range 

ed with the sutg ect . me actual subscriii£iu«uJ^_ 

I I s a presumed USPER. On the sane date, SA l I 

immediately rep o r t e d the inadvertent collection error to ADC j 1 

| | The information erroneously collected was not entered into 

any FBI data base or system and is currently in the CDC's safe. 


(S) At the tim e of making the first request for the phone 
reccrds, 3A[ |believed in good faith that t he subject had a 

previcus a s so c l a t ion with cellular telephone nunbeij^^^^_^^^^_n 
Additionally, with regard to the second r eciuesi -I I 

response to the first NSL indicated to SA | j ehat, although the 

billing records were no c subscribed Lo by Lhe subjecL, the sub 1 eel hnd 
seme association with both cell phone numbers including! 


b'l 

be 

b7C 

b4 

b7D 


SECRET 


NSL VIO-35965 




SECRET 


To: I n s p e e t i o n F r o m : I I 

(U) -Re-: 2 7 8 -HQ-C1 2 2 '? 7 3 6 - VI 0, 0 1/24/2 0 0 7 

LEAD (s) : 

Set Lead 1 : (Action) 


INSPECTION 


AT WASHINGTON, PC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WAS H T N GT ON , DC 

(U) For action deemed appropriate. 


♦♦ 


■SECRET 


NSL VIO-35966 




FD-962 (Rev. 03-21-2005) 


"SECRET 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 03/12/2007 


To: Inspection 

General Counsel 


Attn: IIS, Room 11061 

Attn: MS LB, Room 7975 



Title: (U) SA INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 


(U) Synopsis: To report possible IOB error. 



bl 

b2 

b7E 

he 

hlQ 


Details : 



m X 4. Description of IOB Error (including any reporting 
delays) . 



NSL VIO-35967 




SSSRET 


T : : In s p e c t i on F r om : I I 

(TT)-Re-: •}><£ 27 8-HQ-C122 97 36-ViO, 93/ 12/2007 

rcsu-tG ot a full credit report pursuant to lb U3C lo81v. These 
examples of over collection have already been submitted to Inspect ior 
Division as possible IOP-s . 


Since t. h a t. t. ime^^ 
i n v e s tig a t. i on i n t ■ a nd thi s 
these were isolated incidents o: 


I has dene extensive 
srcollecticn issue to determine if 
tfider.ee cf a more endemic problem. 


On O'-t.i'be r 3. 20 06. ADC^ _|sp: he with | 
stated that L__Jdid not have the technology to redact information 
a full credit t^ende^^ort^^ecticn 1681u(a)or 1681 u(b) 
it. report. ADC l I continued discussionon^ 

test, to review the thousands of leaal documents submitted t o | 
sterninejno^^idespread the problem had becorr.e. Eventually it wa 
3d that | 1 iculd check the FBI ACS databases With " FCRA" , 

1", and "N3L" and^^^^^as keywords. Numerous hits were r etn rned 
:ic se. nine returns (including the previously mentioned two I 
___ _|NSLs ) indicated^ful^credi^j^ejo^rtscenerated from section 
j reques ts. ADCl C onducted further 

issio ns. | l aqreed to make redactions from future 1681u 

tsts by hand. Since that time, there have been no further 
dents of full credit reports or. section 1681u NSL requests. 



Through investigation and discussions between N3LB, and the 
I 1 other problems have teen discovered. 

Many inconsistencies and^som^of^^he^jconfusici^Jaas^stemmed from the 
relationship hptwpprJ I At present, 

solutions have been put in place which, based on the fact that no 
futureover collections have been observed, seem to be working. FBI 
lias continued to attempt to determine if these problems, and 
the over collection problem in particular, is recurring and has 
de~. ayed report, i ng unl.il such time as t. ■ reach a report, i rnj consensus 
with the other effected offices and to ensure the problem does not 




NSL VIO-35963 




■SSSRRT 


hi 

.b7E 


T : : X n sp e c t i on F rom : | ”| 

(U) He-: 2 7 8 - HQ- C 1 2 2 9 / 2 6 - V I O , UJ/ 12/2007 

appear again. OGC has been apprized of those situations since the 
time they were discovered and was included in all discussions. 




NSL VIO-35969 



SECRET 


h'Z 

b7E 


To: 
(U) - Re-: 


LEAD (s) : 


ion From: | | 

8 - II Q - C 1 2 2 9 7 5 6 - V 10, 0 3/12/2007 


Set Lead 1 : (Action) 


INSPECTION 


AT WASHINGTON. DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

3ENERAL COUNSEL 


AT WASHINGTON, DC 

(U) For action deemed appropriate. 


♦♦ 


4 


NSL VIO-35970 




(Rev. 01 -3 1-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 03/16/2007 

To: AD, Inspection Division Attn: IIS 


General Counsel Attn: N3L? 



DATE: 12-14-2007 ALL INFORMATION: :: CONTAINED 

CLASSIFIED BY 65X79 DMH/K3R/JB HEREIN IS UNCLASSIFIED EXCEPT 


REASON: 1.4 (c) WHERE SHOWN OTHEPIJISE 

DECLASSIFY UII: 12-14-2032 


NSL VIO-35977 




■SBGSET 


7:: AD, Inspection Division From: I I 

Re: T 7 8 -HQ-C1 2 2 97 3 6- V 10, 03/16/2 007 


On June S, 2006, I I drafted a National 

Security Letter (HSL) request under • .tive Order 12333 and 

Title 15, United S t ate s Cod e ( r r . s . c _ ) . Section IGOlu (Fair Gredin 
Reporting Act) forf jto provide the " n n 

( S ) -in forma t i on - pert -a i- iTT'rppro""^?^- s ub j-ee t-o f - 1- he 
i n v estigati on . 

Personal Identifying Information 

a. Any names associated with this consumer, 

b. Any current or former addresses, 
e. Any current or former places of employment 



b'l 

b7A 

b£ 

b7C 

b2 

hlE 

b4 

b7D 


Identity of Financial Institutions 

Including names and addresses of any financial 

institutions (as defined by 12 U.S.C. §3401) 

for records that indicate this consumer maintains or 

has maintained an account. 


( U ) On July 20, 2006, f" Ircccivcd fro m the 

| of the FBI a response to a | | Credit 

Bureau NSL . The (information was reviewed by the 

firmer case agen | | and placed in the file. 

Upon discovery by the current case agent, it appears that the 
carrier provided information beyond the scope of the NSL , 
resulting in unintentional acquisition of data by the Federal 
Bureau of Investigation. A full credit report was not received 
but information regarding balances and payment history was 
displayed . 


b2 

b7E 

b4 

b7D 

be 

b7C 


f!J ) L I iiscussed this matter with GGA 

| lan d ABC I | n hp nn1\7 ampnl-s tha- 

re viewed the | [ . I I 

SA I I | The^nformation in 

question was secured by the case acer.t, Sa | l and the 

infermation was not used in furtherance cf the investigation. On be 

Marsh 1 6, 2JQ7, SA| | el i nqui shed the information to ADC b7C 

I l in order for the information to be sequestered until a pg 

final determination is made concerning the report in question. h"T) 


Set Lead 1: (Info) 


2 


NSL VIO-35978 




■SSCSgT 


7:: AD, Inspection Division From: 

Re: 2 7 8 -HQ-C1 2 2 97 3 6- V 10, 03/16/200. 

ASSISTANT DIRECTOR , INSPECTION DIVISION 
AT WASHINGTON , DC 
(U) IIS, Read and clear. 

b2 
b7E 

(U) OGC/'NSLB, review this matter and provide guidance 
as to disposition of sequestered items. 

Set Lead 3: (Info) 


Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 


{ 


CZ I 

( U ) | 1 Read and clear. 

♦♦ 


&SV9 & X 

3 


NSL VIO-35979 




(Rev. 01 -3 1-2003) 




FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 02/26/2007 

To: | | 

Attn : 

SAC 

CDC 

Co unterterrorism 

Attn : 

I 70S 1, CONUS IV, Team lb 

Inspection 

Attn : 

IIS 

From: General Counsel 

NSLB/CTLU 1 _ 


b2 

b7E 

i ^ * C ‘ 

Contact: SSAl 


1>7C 


Approved By : 


Drafted By: | | 

IUi Case ID #: 273-HQ-C1229736-VIO (Pending) 

M Title: Vf INTELLIGENCE OVERSIGHT BOARD (IOE) 

MATTER 2007-690 

(U) Synopsis: I ""[ requested that the 

Office of General counsel (OGC) review a potential Intelligence 
Oversight Board (IOB) error and determine whether it is 
repcrtahle to the IOB. It is the opinion of OGC that the above b2 

referenced matter need not be reported to the IOB. Cur analysis h7E 
fellows. 


<U) X 



(U) Reference: 2 7 6 -H Q- C 1 2 2 9 7 3 6 -VI O Serial 2126 

'"'/Fsy 2 7 8-1 >0136372 Serial 122 


Details : f S ) I 

Pursuant to this investigation, a Kati :-na_ Security Letter (NSL) 
was issued in accordance w i t h 1 a u s . C . br/u9 seeking telephone 
till b i 1 1 i n g r e y o rd s f rl It e 1 eiaho n e n unit e r with 

requested dates Unbeknownst to the 


DATE : 12-14-2007 

CLASSIFIED BY 65179 DHH/ESR/JB 

REASON: 1.4 (c) 

DEC LAS SI FT ON: 12-14-2032 


L 


ALL INFOFllATIUK COOTAIJ#; 
HEREIN IS UNCLASSIFIED EXCEPT 
1HEEE... SHOWN ...OTHERWISE 


bl 

b7A 

b2 

b7E 

b6 

b7C 


NSL VIO-359SO 




•‘fncrii’T _ 

T : : I I F r om : 0 f f i c e o f t h e 3 e n e r a 1 C o a n s e 1 

(U) -Re: jX£ 27 8-HQ-C122 97 36-ViO, 02/26/2007 


I 1 /■ J -c-ase—acrent-yl- I telep hone service was t. e r mi n a t ed I I 

| 1 Upon reviewing the records supplied 

on Cl/29/2007 the FBI learned t hat they contained not only 
information from when | Joas the subscriber to that 

telephone number but also records related to the ind ividual who 
was subsequently issued that number after[ | account was 

terminated for non-payment. . 

/IT! i=M. jJ] a ^i^ - di i scovery of the inadvertently obtained 

records , | " ' I segregated the records and contacted 

the telephone carrier, who advised the FBI to destroy the 
records, which was done. 

(U) The President, by Executive Order 12334, dated 
12/ C 4/ 1981, established the President's Intelligence Oversight 
B ; a rd (EIOB). On 09/13/1993, by Executive Order 12363, the’ 
President renamed it the Intelligence Oversight Eoard (ICB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities , 
the I OB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
c: untsrintelligence collection . 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspertors General and General Counsel of the Intelligence 
Ccrnmunity components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the ICB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Firelcin Intelligence Collection (NSIG) , effertive 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
: n a n c o rd a n c e wit h F.O 1 2 3 3 3 , dated 1 2 / n 4 / ' ° 8 1 , if si l c h p ro vi si o n 
was designed to ensure the protection of individual rights. 
Violations of provisions chat merely are administrative in nature 
and net deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the I OB. The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
C:unsel to the I OB may review them upon request. The 
determination as to whether a matter is "administrative in 
rial.ure" must, be made by OGC. Theref ve, such adit, i : j i s t . ra t.i ve 
violations must be reported as potential I OB matters. 

■3 0 ORE T 

2 


b2 

b>7E 


NSL VIO-35931 


tr tr t r tr 




"Cue WML 


b2 

b7E 


? : : I ~l F r om : 0 f f i c e o f t h e General C o a n s e 1 

(U) -He-: 27 8-HQ-C122 97 36-VIO, 02/26/2007 

(UJ NSLs are a specific type of investigative tool chat 


allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 

records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, IS U.3.C. § 2709); (2) 

records of financial institutions (which is very broadly defined) 

(Right to Financial Privacy Act, 12 U.S.C.S 3414(a)(5)(A)); (3) a 

list of financial institutions and consumer identifying 
infcrmation from a credit reporting company (Fair Credit Reporting 
Act, 15 U.S.C.§§ lG81u(a) and (b) ) ; and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 
U.3.C. § 1631v) . NSLs may be issued in conformity with statutory 
requirements, including 18 U.S.C. § 2709. NSIG, section V.12. 

(U) here, during an authorized investigation, the FBI 

properly served an NSL on a telephone carrier requesting 
telephone toll billing records. In response, the FBI 
inadvertently received information regarding a subsequent 
subscriber which was not relevant to the investigation. The FBI 
identified the problem, and properly sequestered the 
inadvertently obtained records. The records were subsequently 
destroyed by the FBI upon the request of the telephone carrier. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EG 12863, it is our opinion that this error is not reportable to 
the IOB. A record of Lhis decision should be mainLained in '.lie 
cmtrcl file for future review by the Counsel to the IOB. 

(U) Since the inadvertent ly obtained records were 
a Ire a d y destroyed b y | | UDo^he^ecjues' t o f the b 2 

telephone carrier, no action lead to| I is needed. .b7E 


3 


NSL VIO-35932 




^fiQ^ET 


(U) --Re-:-'- 212-m- 


_| From: Offb: 

-C1229736-VIO, 


e of the General 
02/16/20 07 


Counsel 


LEAD (s) : 

Set Lead 1: (Info) 


b2 

B7E 



(U) For information. 


Set Lead 2: (Info) 

CO'JNTERTERRORI SH 

AT WASHINGTON . D . C . 
(U) For information. 

Set Lead 3 : (Action) 


AT WASHINGTON^ EhCA 

(U) INSD should retain a record of the report of rhe 
prtential I OB matter, as well as a copy of the OGC opinion 
c:n::luding that IOB notification is not required for three years 
f:r possible review by the Counsel to the IOE. 


bo 

b7C 


♦♦ 


cc : Ms. T hr. mas 


10? Library 
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FD-962 (Rev. 03-21-2005) 


SECRET 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 03/22/2007 

To: Inspection Attn: IIS, Room 3041 

General Counsel Attn: NSLB, Room 7975 

From: 

Contact: 

Approved By: 

Drafted By: 

(U) Case ID #: 27 8-HQ-C122 97 36-VIO 

Title: (U) REPORT OF POTENTIAL 

INTELLIGENCE OVERSIGHT BOARD 'IOEJ MATTER 



b2 

b7E 

b7C 


bl 


b4 

b7D 



X 3. 

Possible 10B Error: 







: S j 4 . 

(3) On August 26, 2004, 

3A|_| 

li^s ued a M a t i o n a 1 


Security Letter (NSL) in 

casn r 

1 | serial #110, to 




requesting 'he names and addresses only of financial 
-v-.g-M -t-n-t- j r.r.c; .=,■=; ,Hpfi r.P.H in t i t- 1 «=. 12, U.S.C., Section 3401, 
at which| (maintains or had maintained an 

account . 


DATE; 12-14-2007 

CLASSIFIED BY 65179 DIIH/KSR/JB 

REASON: 1.4 <c) 

DECLASSIFY OH: 12-14-2032 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWS OTHERWISE 


2345 . WFD 


NSL VIO-359S4 




'SB€B£T 

T : : In sp e ct i on F rom : I I 

(U) Re •: hxT 2 7 8 -HQ-C1 22 9 " 3 6 - V I O , J 8 2 2/ 2002 



an X SA I I did not use the information to request any 

additional NSL's. He did not index any information from the credit 
report into the case file and there was no information uploaded into 
ACS or any other FBI electronic database. Che c r e ri i t r e too r t hi a s h ^ e r 
removed from the case file and sequestered by CDCl | 




NSL VIO-359S5 




b2 

b7E 


SE^RST 

To: I r. s p e e t i o r. F r o m : I I 

[ U J Re : 278-HQ-C1229736-VIO, 0 3 / 22/2 0 j 7 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, PC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WAS H T N GT ON , DC 

(U) For action deemed appropriate. 


♦♦ 


2345.WPD 


<a fl^T?FiT 
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FD-962 (Rev. 03-21-2005) 


SE'CRET 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 03/13/2007 


To: Inspection 

General Counsel 


Attn: I_S f Room 11061 

Attn: NS LB, Room 7975 


(U] 


From: 

l_ 

Contact: T?0| 

Approved By: 

Drafted By: 

Case ID #: 



JC1229736-VIO 
|A67 604 
\61 604-VT O 


(U) TFO 

intLlLIUIWW! OVtlkyiM 


BOARD (IOEJ ERROR 

(TJ) synopsis: To reporr possible IOB error. 

(U) X Dcrlvedr^effi^ EBI "T^97 

Details : 

[S] 1 . 


(U) X 3 * Possible IOB Error: 
(S) 


b7E 

b6 

b7C 


hi 

b7A 

b2 

b7E 

b 6 

b7C 


(U) X ^ • Descript ion of IOB Error (including any reporting delays). 



DATE; 12-14-2007 “"SSGEFT IKF0RHATI0H GOItTAiilEf 

CLASSIFIED BY 65179 DHH/K3R/ JB HEFEIN IS UNCLASSIFIED EXCEPT 

REASON: 1. 4 (c) NHERL SHQXJN OTHERWISE 

DECLASSIFY ON; 12-14-2032 


NSL VIO-359S7 




TTlLLRiW 


From: C 


□ 


T : : Inspection 

(U) -Re-: 278-HQ-C122 9736-VIO, 03/13/2007 


(U) 


(S) The possible violation occurred^ 
received fr pm a con^ 'iunication carrier, I 
1 TFOl 


action with results 


1 


bl 


fr- 


requested subscriber inforir.ation and toll reco rds/j^g 
| i n a National Securit^Letter (M3L) datedv'-rr? 
02/C9/2007. Writer received the results from | | on 03/01/20 07. ' 

wh~ ah inc luded a printout listing the subscriber information f o il 

l and a disk corr.a i n i no toll re cords. The printout, provided b-b /D 
I confirmed that | | is the subscriber for the be 

requested number. Writer made a copy of the disk containing the tolbj-^c 
records and placed the original in a 1-A envelope. 


(S) On 03/13/2 
contents of the disk 
data on the disk co ntained toll 
requested number off 




for| 


to upload the 
Tioti ced chat t he 
| and not 


the 


re c o r d s 

| It appears rnait | T ransposed 

two digits in the phone number and erroneously provided the incorrect 
till records. Writer immediately sequestered the original disk from 
the 1-A envelope as well as the copy that was furnished to the 
employee to upload. None of the toll records on this disk were bl 

aded into any FPI~databascs \ | fo2 

■b7E 


ujo 


. X The original 
and furnished to the ^ 


disk and the 




were placed into an envelop; 
thief Division Counsel! 


3/13/2007. 


I 1 


Since the subscriber information is pertinent:;' 

t: this investigation, it w ill be m aintained in the original 1-A 
envelope. Writer will serv j I with the NSL dated 02/09/2007 .:ince-b7D 

requested cellular phone number. 


JO 

b7C 

b4 


again to obtain toll records for th€ 




NSL VIO-359S3 




" TjEORCT- 


b 

h 


To : Inspect i .-n F r-~ rn : | | 

CU) -Re-: ]X^ 278-HQ-C12297 J6-VTO, TTT7T 3/vn:T/ 

LEAD (s) : 

Set Lead 1 : (Action) 


INSPECTION 


AT WASHINGTON, DC 

(IT) Fo r a r i o n d eenned app r op r i a l e . 

Set Lead 2: (Action) 

GENERAL COUNSEL 


AT WASHINGTON, 

(U) For action deemed appripriate. 


♦♦ 


CEORDT - 


NSL VIO-359S9 



(Rev. 01 -3 1-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 03/15/2007 

To : Counterintelligence 

Attn : 

ssaI 1 



CD- 2 A, Room 4133 

Inspection 

Attn : 

IIS, Room 3041 

General Counsel 

Attn : 

MS LB, Room 7947 


From: 

Contact: GSA [ 



PCS STRTiFi TNTF,TiTiT GF.NCF, 
OVERSIGHT MATTER 


(U) synopsis: To provide information regarding a possible 

Intelligence Oversight Board (IOB) violation involving captioned 
investigation. 



Details: The following information pertains to a possible 

IOB violation involving captioned Chicago investigation: 


(S) 'ZT 

(S) -Si- 


sup ervi so r 


For sign - " Cot m t-er-i n-t e-l-l-i g-ene-e- -I 


DATE: : 12-14-2007 

CLASSIFIED BY 65179 DI1H/KSR/JB 

REASON: 1.4 (c) 

DECLASSIFY ON: 12-14-2032 


ALL INF0MATI0N CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 


bl 

b6 

■b7C 

b2 

b7E 


NSL VIO-35995 


tr tr' tr tr 




ggOREig - 


T : : C o u nt-.eri ntel 1 i ■fence F r o m : | | h 2 

Re: (S) | | (Closed) b /E 

2 7 R -HQ-c 1 /!::9Mk-vU>, i)d/u 'V 2 n cn ' x bl 

be 

b7C 


4) Non- U.3. Person. 


(S) 5)1 


Ob/'i y / z u u 4 , s/i 

| summit tec an NoL to 


requesting header information pursuant t: Title 15, U.S.C. 
§§1681 (u) . The cover EC for the NSL incorrectly cited Title 
TJ.S.C. §§1631 (v) . 


] 


15, 


6) EXPLANATION: 


(S) | | On 

05/1 9/2004, t ne case a gene submitted a h’CRA NoL t | j 

requesting "the names and addresses of all financial institutions 
[as defined by Title 12, U.S.C, Section 341) at which the below 
named consumer maintains or had maintained an account." The NSL 
cited Title 15, U.S.C, Section 1681(u). 


bl 

b2 

b7E 

b4 

b7D 

b£ 

b7C 


<ui - X The cover EC for the NSL incorrectly cited 15 U.S.C., 

secticn lo81v and specified that a "consumer credit report" was 
being sought; however this citat ion and lang uage did not appear 
in the NSL which was provided tc | | 

lU " X I I responded to the request on or about 

( j 6 / C i/2 00 4 , providing a document captioned l ~| 

The document, coni dined only consumer Identifying information and 
financial institution identifying information as authorized under 
1631 [u). b4 

v y hi 

(U) — yC Tne discovery of the incorrect _anguage in the cover EC 

was made during a review of the file or. C3/06/2007 and has been 
sequestered with the Chief Division Counsel 1 s Office, pending 
resolution of the potential IOB and additional guidance from 
National Security Law Branch. 


2 


NSL VIO-35996 




"SE'eRET 


To : Counter! ntel 1 i qenoe 

Re: (Si I 

27&-HQ-C1229736-VIO, 03/ 


:[ 


](Cl.-, sc ,d) 


09/2007 


X 


bl 

b6 

b7C 

b2 

b7E 


LEAD (s) : 

Set Lead 1 : (Action) 

INSPECT "ON 


AT WASHINGTON, DC 

; U ) Request IIS to take appropriate action as 
necessary, in response to this potential IOE matter. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) Request N3LB to take appropriate action as 
necessary, in response to this potential IOB matter. 


♦♦ 


see ret - 
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(Rev. 01 -3 1-2003) 


CE0P,BT //^g3?O3CC^ 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 03 / 09/2007 


To: Inspection 

General Counsel 


Attn : I _ S 

Attn: National Security Law Branch 

(NSLB; 


From: 

Contact : 



W ' Synopsis: To provide information regarding a p-aniMe 

Intelligence oversight Board (IOB) violation involving captioned 
investigation . 


(U) X 



(S) X [ 


hi 


(U) Details: The 

v i o 1 a t i o n i n vo 1 v i ng 


following informati on pertains to 
c apr i cried || | i nv estigati o n : 


a possible 


(S) 

(SJ 


- Case Acer t. former: 




Supervisor 


1 


IOB 

ill 
b2 
hi E 
b6 
b7c: 


DATE: 12:- 1:4-2 067 

CLASSIFIED- BY 65179 DHH/RSR/JB 

REASON: 1.4 (c) 

PEClASfITY : ---0M; 12-24-2032 




ALL IN F0 RHATIQN :: CONTAINED 
HEREIN IS iMdLASSIFIEI) EXCEPT 
INHERE SHOWN OTHERWISE 


NSL VIO-35993 


tr tr tr tr 




SECRETT/2S325§qS 


Tnsnecti on 
Re: (S) 


From : f 


03/ 0 9/2007 


4) U.S. Person 


bl 

b2 

b7E 

b6 

b7C 


iS) | 1 

I n accordance with t'ne t J FI P Manual, 
and Atop 1 1 c a t. i c n tor P r e 1 i m i r i a r • t 
I n v e s t i oi a t. i o n s~ a FCRA request was s ubrn i t ted o n 0 2/04 / 2 0 0 4 tc | 
for header information pursuant to Title 15, U.S.C. §§1681(u). 


6) EXPLANATION: 


TL 


inst 

the 


L:n u z / ii 4 ; z ij 0 4 , case agent s ulomi tted 
] requesting "che names and addresses 


1 eibUiiuj -okA 

>f all financial 
;tion 34 01) at 


bl 

“I : b2 

J b7E 
;b4 


a dc 
subj 


tut ions ( as defined in Title 12, U.S.C. , Section 3401) at which 
below -named consumer maintains or has maintained an account" . 

Jresponded t o the request on or_ about u3/02/20u4, and provided 


b7D 


c u merit, 
act . 


captioned 


February 


P00 4" for the 


(U) Case agent reviewed and summarized the information contained 

in the "consumer report” in an electronic communication dated 
03/00/2004. The case was subsequently closed on 01/25/2005. The 
information contained in th j l and the summarizing 

elertronic communication was not usee t o further the investigation. 

The information received fr oml |was net disseminat ed to anyone. 

The information provided by| |reqardinq | | was 

associated with a publicallv available web address: 

i i 

(U) X C ase agent was not aware at the time that the report 

provided ty|^ ^Jwas a credit report. The^^disjtover^^/as^aade 
during a subsequent review of the file. Th I ] and 

the summarizing electronic comniunicati jn were^ranediately removed from 
the captioned file, and sequestered withf""" ~~jc h i e f Division 

C ' i i n s e 1 u n til t h e issuance of the T OF; ~ pinTonT^ri e N a t i o n a 1 S e ■- 1 1 r i t y 
Law Branch (per MSB electronic communication dated 03/05/2007). ^ ^ 

b7D 

b2 

b7E 


—eEGBESj 

2 


NSL VIO-35999 




OEORET / /2n3^8Sgg 



LEAD (s) : 

Set Lead 1 : (Discretionary) 


INSPECTION 

AT WAS H I N GT ON . DC 

(U) Request. IIS r e vi e w the p r o v i d ed commun i c a t. i o n . 

Set Lead 2: (Discretionary) 

3ENERAL COUNSEL 


AT WASHINGTON f DC 

( II ) Request NS LB to take appropriate action as 
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FD-962 (Rev. 03-21-2005) 


—!SVrVT7 TL, 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 

To: Inspection 

General Counsel 


Date: 03/19/2007 

IIS, Room 11061 
NSLB, Room 7975 



Approved By: 


Drafted By: | 
Case ID #: 

f S) 



DATE; 12-14-2007 

CLASSIFIED BY 65179 DHH/KSR/JB 

REASON: 1,4. .(c). 

DECLASSIFY ON: 12-14-2032 


-9Q7 -S -VTQ 


All INFORMATION CONTAINED 
: Pending ; herein; TS unclassified except 


( Per.d i n j j 


WHERE SHOWN OTHERWISE 


Title: (U) REPORT OP A POTENTIAL IOB MATTER 

'■ T - Tl Synopsis: To reporc a potential IOB matter. 


Reference : 


'197 36 Serial 


(U) Details: ^8^ On 03/19/2007, the writer discovered a potential 

Intelligence Oversight Board (IOB) matter when reviewing the resu 
of a National Security Letter (NSL) . Under the Fair Credit Repor 
Act, Title 15, United States Code, Sections 1681u(a) and (b) , the 
can obtain a list, of financial institutions and consumer identify 
information from a credit reporting company. Under Section 1681v 
however, the FBI can obtain a full crec-t rep ort only in an 
international terrorism case. Th j I fBI issued an NSL un 

Sections 1681u(a) for lisos of financia_ institutions with which 
snh ip-t had bu siness relationships. Instead of this limited repo 
the received a full credit report. This is a provi 

err Toe v/riter was ohe case agent and the writer's supervisor 




SECRET 


b7E 

b4 

b7D 


T : : J n sp e c t ion F r om : I ] 

Re-: ]><r 278-HQ-C1229736-V10, 03/19/2007 

f c rwa rd o d to the writer. The response from delayed in the 

| | FBI office and the writer did not rereive the respons e until 

03/19/2 007. During a review on 03/1 9/2 0C 7, the response fro in | | 

was found to be a full credit report. This full credit, r eport was not 
used in the investigation and it was returned to [ | with a letter 

stating why it was returned. The letter also requested the proper 
information pursuant to Title 15, United States Code, Section 
IfcSlu (a) . 

This communication, consistent with the directives in the 
referenoed communication, pre-vides this information to report a 
potential IOB provider error for whatever action is deemed 
appropriate . 


33975 07 


" STORES - 


NSL VIO- 36002 




T o : I n s p e c t. i : n F r on : I I 

(TJ) - Re-: ^ 2 7 8 -HQ-C 122 9736 -VI O, 03/13/2007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON , DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 


b 

b 


♦♦ 


33975 07 


SECRET 


NSL VIO-36003 


- j 




U.S. Department of Justice 


Federal Bureau of Investigation 


III Reply. Please Refer to 
File No. 


March 19, 2007 

b2 

b7E 

bb 

b7C 

b4 

Dea l I to7D 


T his lette r encloses one full credit report which was 
provided b I I pursuant to a National Security Letter (W3L) . 

This MSL was issued pursuant to Title lb, United States Code, 
Seclb: n lS81u(a), and requested the names and addresses of all 
financial institutions at which the consumer maintains accounts. 
Instead, a full credit report was provided, which is normally 
provided only in counterterrorism investigations under Title 15, 
United States Cede, Section 1681v. 


. Fn closed is the original credit report that was sent to 

the|^^^_^^^_|FEI . Please send the requested information 
pursuant to Section lb81u(a), the names and the addresses of all 
finanzial institutions at which the ♦ 

The po int of contact is Special Agen | | 

| Thank you, and please call with any questions. 


bC 

b7E 

b6 

b7C 

b4 

b7D 


DATE: 12-14-200? 

CLASSIFIED BY 65179 Diffi^KSR/iB 
PEAS ON: 1.4 "(c) 

DECLASSIFY ON: 12-14-2032 


AIL IHF0RKATI0H CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


Very truly yours, 


Special Agent in Charge 

bl 

b2 

By: I I b7 E 

S • j p ervisory Special Ag e n t. -Do 

b7C 


1 - Addressee 

IS) : - I 

q^=r 

33974 07 



b7A 


NSL VIO- 36004 
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(Rev. 01 -3 1-2003) 


- OI3GRBT" 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 03/15/2007 

To: Inspection 

Attn : 

IIS 


General Counsel 

Attn : 

MS LB 

, Unit Chief 

C o u n t e r 1 : j l e 1 1 i g e n c e 

Attn : 

CD- 2 
SSA[ 

D, Room 4844 

1 



Case ID #: (S) I 1 (Closed) 

2 7 8-HQ-C122 97 36-VIO (Pending) 


Title: ( S ) 


POSSIBLE INTELLIGENCE 
OVERSIGHT MATTER 


(U) Synopsis: To provide information regarding a possible 

Intelligence Oversight Board (IOB) violation involving the 
c apticned investigation. 



(S )-:-X f 


(U! 

Details: The following informat ion perta ins to a possible 
I OB v i o 1 a t. i o n i nvo 1 v i ng t h e c a p t i o n e a nve s t i g a t i o n : 

Supervisor 


DATE: 12-14-2007 

CLASSIFIED BY 65179 MH/K3R/JB 

REAS0K: 1.4 (c) 

DEttASSIFY OCT: 12-14-20:12 




ALL INFORMATION CONTAINED 
HEPE IN I S UHC LASSIFIED ' EXCEPT 
WHERE SHOOT OTHERWISE 


NSL VIO- 36006 




-gEORDT 


Re : 


I n 3 E lection From: I I 

(S) J | 03/ 15/2007 


bl 

b2 

b7E 

b6 

b7C 


(S) 

-V 1 

1 



(S) 

-1 



bl 


4) U.S. Person 



b2 

b7E 

(S) 

-s-f-j- 



] b£ 

On 06/02/2004 , a 

FCRA request was submitted tol 

|for 

b7C 


header information pursuant to Title 15, U.S.C. 
6) EXPLANATION: 

§§1681 ( u ) . 

b4 

b7D 


LSI 


I 


( U ) O n 0 6 / 0 2 / 2004, Sp J | s ubmi 1 1 ed a FC RA N S L t o 

I I requesting "the names ar.d addresses of all financial 

institutions with consumer identifying information, limited to 
names, address, former addresses, places of er:m loymen l , -r farmer 
plates of employment at which the below-named consumer maintained 
r. r had Maintained an accnunl.. H The KSL and :over XO cited Title 
15, IJ.S.C., Section 1681 (u.) 

( S ) 3 A I I provided | | name , date of 

birth, and address. 

( S ) In addition, SA| |inadvertently provi ded an 

: nr'.- r re _ :t Sr.ci a 1 Seen r i ~.y Accou nt numbe r ( SSAN ) fo r| I hr. 

I I The SSAN number SAI [provided was that or a 

d i f fe ret 1 1 | | CT subject. 

(S) On 06/22/2 004, 1 ""Txfisp orided to the FCRA reque st 

hr nrmri ri i r^j a document captioned [ j 

The case agent was not aware at tne time or receipt 
LiJdL me response contained 1681 (v) material. 


bl 

be 

b7C 

b4 

b7D 

b2 

b7E 


•U) X The discovery of 1681 (v) material in the | 

report was made during a subsequent review of the tile on 
02/06/2007. The report, w as reni'.ved f r* ■ m t.he captioned f i 1 t 
sequestered wit h|_ ’ 


r eiii' ivec t run t.he captioned tile, and 
] Chief Division Counsel, pending 
resolution of the potential IOE ana additicnal guidance from 


National Security Law Branch. 
(S) Along with the 


]alsc 


provided 

f : r the incorrect SSAN provided by the case agent. 


The results 


bl 

b2 

b7E 

bb 

b7C 


1 


Ca 

b7D 

a summary results c r .• 

a q a t. a o a s e s e a r c n 



SECRET 

2 


NSL VIO- 36007 




< 7¥rnr.fp- 


03/15/;' nr:" 


Inspection 
(S) 


were limited to the name, date of birth, S SA M . a nd spous e's name 
of the individual whose Go AN was provided t [ | i n error. 

This information had already been obtained through the authorized 
FI of the other subject and was also availabl e through public 
sources such as | | 

^£8^ The information received as a result. 'T providing the 

incorrect 3 SAN w as_jdrore m-:- v e d from the captioned file, and 
sequestered with l"" 1 Chief Division Counsel, pending 

resolution of the potential IOB and additional guidance from 
National Security Law Branch. 


hi 

b2 

b7D 

b4 

b7D 

b6 

b7C 


3 


NSL VIO- 36003 



To : _ na pe ct ion Fr om: | I 

Re: (Gj | | 03/15/200" 


LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 


AT WASHINGTON. DC 


X 

ci re urns Id no et- 
as t whether 


IIS is requested to review ohe 
presented in tnis communicat ion 
an I OB violation has occurred. 


facts and 
for determinat 


Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, IC 

(’J) Request NSLB to rake appropriate ac 
as necessary, in response to this potential IOB matter. 


♦♦ 


•9 CORDT - 
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FD -962 (Rev. 03 - 21 - 2005 ) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 03/16/2007 

To: Inspection Attn: IIS, Room 11061 

General Counsel Attn: NSLB, Room 7975 

From: 

Approved By: 

Drafted By: 

(U) Case ID#: 27 R-HQ-C1 22 97 36-VTO 

Title: (U ) INTELLIGENCE OVERSIGHT EOARD (IOB) ERROR 

(U) synopsis: To report possible IOB error. 

(U) 

Reference : ( 3 ) [ | 

bl 
bZ 
b7E 
b6 
b7C 

w 1 1 

(U) 2. Possible IOB Error: 

(U) The Attorney General's Guidelines Provision: Improper NSL 

Collection . 


Details : 







DATE: 12-14-2007 

FIED BY 6 5179 DHH/KSP/.JB 
REASON: 1 . 4 (c) 


ALL INFORMATION CONTAINED 
SECRET HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 


Declassify on: 12 - 14-2032 


bl 

b2 

b7E 

b4 

b7D 

b6 

b7C 


NSL VIO- 36010 







-?3C On Mar ch IS, 2 0 O' 7 , |_ 

| c o n t a i n i n g two 
a copy of the January 30, 2 0 37 
CD-ROM. The CL'- ROM cont ain^ 
and toll records for saicj 


1007. Case Agent, 
Special Agent ( SSi 


| recei v e d a paclcac^^^ 
copies of an EC drafted by I S3 | 

a 1-A envelope containing 
t e 1 ep ho n e s ubs c rib er in format 
| telephone number from 
iSji-uested in the NSL dated January 
^Immediately notified Supervisory 
lot the discrepancy. 


ivised writer to draft an NSL requesting 
telephone number for the time period of 
CD-ROM h as been sequestered a nd will be 
Eh i e f Division Co uns e 1 ”"1 


odqre t- 


NSL VIO-36011 




:b2 

b7E 


■ : In op e <-* 1 1 n 2 r o m : f [ 

r: iVf 2 7 9 - HQ-C 1 2 2 9 7 J b - V 1 0 , u 3 


(U) Re-: 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 


/ 1 6 / 2 0 0 


AT WASHINGTON, DC 

( U ) For action d e erned a pp re p r i a t e . 

Set Lead 2: (Action) 

GENERAL COUNSEL 


AT WASHINGTON, PC 


(U) For action deemed appropriate. 


♦♦ 


SECRE T 


NSL VIO- 36012 



(Rev. 01 -3 1-2003) 


flECR BT / / 253g^CC 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 

03/16/2007 

To: General Counsel 




Inspection 




1 1 

Attn : 

CDCf 

1 


From: 




Contact: 

1 1 


Approved By: 

Drafted By: 

Case ID # : (U) 7 ft - H o— c 1 ? ? Q 7 R 6 - VT o (Pending) 

( S ) txf I I Closed) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 


bl 

bo 

b7C 

b2 

b7E 

be 

b7C 


Synopsis: (U) To provide information with regards to possible 

Intelligence Oversight Board (IOB) violaticn. 


(U) 



Details: (U) On 03/09/2007, DO J 1 s Office of the Inspector 

General released a report on the FBI's use of National Security 
Letters (NSL). Although she OIG found n: deliberate or 
intentional misuse of authorities, the OIG review identified 
several areas of inadequate auditing and oversight of these vital 
investigative tools, as well as inappropriate processes. 


( U ) On 03/ '0 5/2 '0 0 7 , | 1 c o ndu c t e d a n 

internal audit in light of the previously mentioned OIG report. 
The purpose of the audit was to make sure that there were no 
violations with regard to NSL's. The audit began on 03/05/2007 


DATE : 12-14 20 Q i i ■ n frrfi''' 

CLASS! FlED BY 65 1 7 S DKH /K3R/JB S 
REASON: 1.4 (c) 

DECLASS ! W ON: 12 - 14-2032 


ALL INF0RHATI0N CONTAINED 
HEPEIN IS UNCLASSIFIED: EXCEPT 
INHERE SHOW OTHERWISE 


NSL VIO- 36013 


tr far 








GEGR BT// 253^0516 


T:: General Counsel Fr^m: I I 

Re: (U) 278-HQ-C122 9736-ViO, 03/16/2007 


te captioned case (see serials 332 and 333) 
reccrd of NSL's requesting them. 


'er, there is no 


(S) Seri al 332, is a full credit report dated May 16, 
2C02 and it was run I I Thp rennet nmy idpH 
financial information oil I 

(S) Seria l 333, is a full credit r etort dated May 17, 
2C02 and it was run | I The rennrf r. rrivirjp.-i 
financial informati on o f I 


(U) Curing the course o f t an^s 
a : on as the di s er eoancv arose. ASACl : | CD< j | 

| and SSA| \ were advised of the 

its stole 102 violation. 


(U) The documentation has been placed in a sealed 
anvclc-pc and placed in the CDCs safe pending further 
instructions from Inspection Division and NSLB. 



NSL VIO- 36015 




b2 

b7E 


-SfiCRET/ 

T o : G o n era! c .-. u n sol F r o m : | | 

Re: ( U ) 27 8 -HQ- C 1229736- V 1 0 , C 3 7 1 6 7 2 0 3 7 

LEAD (s) : 

Set Lead 1 : (Action) 

GENERAL COUNSEL 

AT WAS H I N GT ON . DC 

(U) Whatever action deemed acpropriat e - 

Set Lead 2: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(TJ) ^ Whatever action deemed appropriate. 

♦♦ 


+U QRE T 7 /ggsaagrg 

4 


NSL VIO-36016 



(Rev. 01 -3 1-2003) 


OEORET / / 205^333] 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 03/15/2007 


To: General Counsel 


Approved By: 


(S) 


Drafted By 
Case ID #: (U) 


Attn : GDC 




Contact: 

1 1 


. , ^^£^^£^£^£££73 6 -VI O (Pending) 

{U-)- | | (Closed) 


Title: (U) INTELLIGENCE OVERSIGHT BOARD HATTER 


Synopsis: (!J) To provide information with regards to possible 

Intelligence Oversight Board (IOB) violaticn. 


b6 

b7 

b2 

b7 


bl 

b2 

b7E 

he 

hlC 



Details: (U) On 03/09/2007, DOJ's Office of the Inspector 

General released a report on the FBI’s use of National Security 
Letters (NSL). Although 'he OIG found n: deliberate or 
intentional misuse of authorities, the OIG review identified 
several areas of inadequate auditing and oversight of these vital 
investigative tools, as well as inappropriate processes. 

(U) On 03/05/2007. I I conducted an 

internal audit in light of the previously mentioned OIG report. b2 

The purpose of the audit was to make sure that there were no b7D 

violations with regard to NSL's. The audit began on 03/05/2007 

DATE;; ; ALL fdttAlHED: 

L LASS IF IE D B x o5L7y DUH/KSR/JB /iL$3£SS3UL HEREIN IS UNCLASSIFIED EXCEPT 

REASON: : 1.4 (c) WHERE SHOW OTHERWISE 

DECLASSIFY OH; 12-17-2032 


NSL VIO- 36017 




-SiCEET // 203^315. 


General Counsel From: I I 

(U) 27 8-HQ-C122 97 36-VIO, 03/15/2007 


d ended on 03/08/2007. The audit, conducted revealed a possible -kl 
B" v i' 0 'l'at±on" - -for -case - -number! - I b c 



(U) Curing the course of the investigation, 
ent | | prepared ar.d served MSL’s to I I 

ee serial s 21 ten NSL and 22 for EC) and t I 

I (see serials 23 for NSL and 24 for EC) . Both 
L’s are dated 05/01/2002. 


(S) The NS_i addressed tc 


I reguest^r^^j^gj^Q^s 

Hr hich i 

I ir.a i no a in s or nas 


Office via lead to be served by the | | 

recent, analysis of Lhe case indicated that the lead was 
discontinued o n 03/04/2004. It is unknown whether the NSL was 
~ ver serv ed by I I There is no communication from P*" 

^ indicating that the NSL was served, and the results were 
never tiled in the case. 


( 3 ) The NSL add re 


I requested all 


i u 1 / 1 u U - a nc 


'.Is were filed in a 1 ) 


(3) Luring the recent audit of all files, it was 
discovered that in addition to the above mentio ned NSL's. se rial 
IB^jdatec^^S^b / 2 0 0 2 , is a full c r e d i t repo r t o f | jj 

however, there is neither an NSL requesting the 
credit report nor a hard copy of the full credit report filed in 
the case. There was an additional full credit report filed under 
ser^^n umber 54 dated 0 5 / 17/2 0 i v . 'I 1 hi.q fill -rerli t rpnnrt frg m 

requested i n ft urine i 'Ui • • i il I 

(’hero is neither an NSL in captioned case file requesting 




NSL VIO-3601S 



-SECRET/ /2332«al£ 

7:: General Counsel From: I I 

Re: (U) 27 8-HQ-C122 97 36-VIO, 03/15/2007 


(£) a—f url credit-- report- f or - 1 | no r is he a subject of 

^jsaj^ticned case. The f u 1 wa s r un | 

| | on 05/17/2002. 1 

( U ) Curing the co u r s e of tht^^nterna^^udit a n d a s 
scon^s^ne^dis: r ep a n c v arose^ASAC j^^^ ~ j C DC I I 

and advised of the 

possible I OB violation. 

(U) The documentation has been placed in a sealed 
envelope and placed in the CDC's safe pending further 
instructions from Inspection Division and N3LB. 


ODCRDT / 

3 


NSL VIO- 36019 


tr' tr' tr tf ry 




-8 ECR B T/ /ggg&aaig 

To: General Counsel From: I I 

Re : ( U ) 2 7 8 - HQ-C 1 2 2 9 7 5 6 -VI 0 , 0 3 / 1 5 / 2 0 0 7 

LEAD (s) : 

Set Lead 1 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

( U ) Wh a tever a c t. i o n deemed a pp r op r i a t. e 

Set Lead 2 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) Whatever action deemed appropriate 

♦♦ 


alike 

4 


NSL VIO-36020 



FD-962 (Rev. 03-21-2005) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 03/13/2007 


To: Inspection 

General Counsel 


Attn: I_S, Room 11061 

Attn: NSLB, Room 7975 


From: 

Contact: [ 


Approved By: 


Drafted By: | | 

(U) Case ID #: ]><£ 27R-HQ-C1 229736-VTO 


Title: (U) REPORT OF A POTENTIONAL 

I OB MATTER (PIOB) 


b2 

b7E 

b6 

b7C 


(U) I OB MATTERS hl 

Synopsis: To report possible TOR matter. A carrier provided ko 

infcrmation beyond the scope of the information requested in an NSL, b7C 
resulting in the unintentional acquisition of data. b2 


(ir: £*( 



b7E 


Details : 


1. 


t i 


(U) - 3. Possible IOB Error: A telecommunications carrier provided 

information beyond the scope of an NSL request resulting in the 
unintentional acquisition of data. 

(U) "7^ 4. Description of ICE Error (including any reporting delays). 

0Alt: 12-17-2007 ALL INFORMATION CONTAINED 

CLASSIFIED BY 65179 DHH/KSR/JB HEREIN IS UNCLASSIFIED: EXCEPT 

REASON: 1.4 (e) SECRET WKEPE SHOWN OTHERWISE 

DECLASSIFY- ON: 12-17-2032 


NSL VIO- 36021 




A A 


^CORE'E . 


? : : Ins p e c t i on F rom : I I 

(U) -Re-: ]X( 27 8-HQ-C122 97 36-ViO, 03/13/2007 

{3) On 0 9/ 22/ 2 UPfo, an approv ed National Cocu ritv hotte r. 
(NSL) , dr afted by SA l ' I ras submitted to I I 

| | requesting the name, address, length of servi ce, and local 

and long di stance toll b illing records associated w i t. h 
for the dat d I 

On or about 11/15/2006, I 


*"*T eta r n e d s ubsor 
format via Fedex . 


1 n a hard- 


| rrovi aec local and long distance t o 1 1 
by redacting the local and long 
distance toll billing records for f 

with a black marker. Records for i I were not requested on 

the submitted NSL? the date requested on the NSL wa I I 

Consequently, there has been an unintentional acquisition of data. 

Ca se agent Detective ! "H and co-case agent SA | 

1 ;: ccair.c aware of the possible I OB err or on 0 3 / 0 6 / 2 007, during a 
squad mee ting with ASA 1 I During the meeting, ASAC 

I discussed potential IOD matters relating to NSLs, i.e., a 
carrier providing information beyond the scope of an NSL resulting in 
the unintentional acquisition of data. As a result, the case file was 
reviewed and a possible 10B violation was dis covered. Upon 
identification of the possible IOB error, SSA| |was 

notified on 03/06/2007. 


The aforement ioned records were not processed intc 
lor any other FBI database. 


NSL VIO- 36022 




^s noncr 


To: I n s p e e t. i - n F r c n : I I 

■Re-: £»£ 2 7 8 -HQ-712 2 2 7 3 6 -VI 0, 0 3 / 1 3/ 2007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON . DC 

( U ) Fo r act ion deemed a pp r op riate . 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 


♦♦ 


■sbm: 



(Rev. 01 -3 1-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 03/08/2007 


To: Inspection 

General Counsel 


Attn : I _ S 

Attn: National Security Law Branch 

(NS LB ) 


From: 

Contact: SA [ 

Approved By : I 


Drafted By: | | 

Case ID #: (S). | | (Pendinq) 

(U) - - - 2 7 8 -HQ-C1 22 97 36-VIO (Pending) 


bl 

b7A 

b€ 

b7C 

b2 

b7E 

b6 

b7C 


Title: ( S ) 


(U) Synopsis: ^ To provide information regarding a possible 

Intelligence Oversight Board (IOB) violaticn involving captioned 
investigation. 



(sj x 


(U! Details: // The 

violation involving 


following information pertains to 
c ap t i o ned | | i n ve s t i g a t i o n : 


a possible 


IOB 


1) 



Retired) - Ca£ 
I - former! 


J Supe 


(s> u r 


] 


DATE: 12-17-2007 


CLASSIFIED: BY: <35179 DHH/KSR/JB 
REASON : 1.4 id) 

DECLASS I FT ON: 12-17-2032 


JB E ORET? / 2$3^SIXC 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
T.JHEPE SHOWN OTHERWISE 


bl 

be 

b7 

b2 

bl 


NSL VIO- 36024 




Re : 


-S ECRET / / 233£e3X[8 

I n s p ection From: I I 

(S) | | , 03/08/20 07 


b2 

■b7E 

b€ 

b7C 

bl 


(S) 3) [ 


b4 


4) U.S. 

Ferson 

b7D 

5 .) | 


1 In accordance 

with the 

MFIP Manual, Section 2-04, Summer' 

v Guidance and Application 

f.-.r F,M 1 

-Lcvestiaations. a FCRA revues t wa; 

s s ub mi 1 1 ed o n 0 2 / 0 7 / 2 0 0 2 t o 


1 J ' 

\ for header information pursuant 

to Title 15, U.3.C. 


§§1681 ( u ; . 


6) EXPLANATION : 


On 02/ 0' // TOOL, the previous case agent submitted a 
§1681 (u) fc'CXA NSL to I 1 requesting "the names and addresses 

of all financial institutions with which this individual has or has 
had accounts as well as identifying information with regard no the 
individual indentified below, to include names, addresses, former 
addresses, daces of employment and former places of employment". 

I responded to the r equest on or about 02/27 / 20 '12 , and 
provided a document captioned l | for the subject. 


bl 

b2 

b7E 

b4 

b7D 


( 3 ) 


The information provided byQ 


I wa s not s u ruin a r i z ed , 
h:wever, it can be inferred that the information was reviewed. In six 
later communications, the information was referred to wi th the 
fell owi no s t a t ernen t : " Review of credit ar \ I indicate that 

f ""** (are poor credit risks." The six documents that 

re i erred to tne information were the Annual LHM and cover EC dated 
12/C6/2002, an EC dated 01/23/2003, an EC dated 04/03/2003, and the 
Ann u a 1 LI IM a nd cover EC dated 12/17/ 2003. The information contained 
in the | 


Ihe information 
land the summarizing electronic 


not used to turtFer^heinvestigation . The 
| received f rom^^^^^^ was not disseminated. 


(U) 


^ ^ T he discovery was made during a subsequent review of the 

fi'e. The I I i nd six documents referring to 

the Information provided bv I I w ere immed iately removed from 

the captioned file, and sequestered wi t **| Chief Civision 

Counsel until the issuance of the IOB opinion ey the National Security 
Law Branch (per MSB electronic communication dated 03/05/2007). ^ 

b2 

b7E 

b4 

b7D 

be 

5 &B€RET 7 /2cr^&3 TTs b7c 


2 


NSL VIO- 36025 



CD ORB* / / 

To: In s v;e~ti -n tiiJiii. I 1 b 1 

Re: [Si | | , 03/08/2007 b7A 

b6 

b7C 

b2 

LEAD (s) : b?E 

Set Lead 1 : (Discretionary) 

INSPECTION 

AT WASHINGTON. DC 

(U) Request IIS review rhe provided communication . 

Set Lead 2 : (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Request N3LE to take appropriate action as 
n e c e s s a r v , i r. r e g pc n s e to this potential I OB matter reported by , 

th 1 I b 

♦♦ 


SECRET / 

3 


NSL VIO-36026 


-d ro 



(Rev. 01 -3 1-2003) 


-^ITirFFT 

FEDERAL BUREAU OF INVESTIGATION 


b2 

b7E 



(U) Case ID #: 2 7 8-HQ-C122 97 36-VIO (Pending) 

Title: (U) REPORT OF POTENTIAL IOB MATTER 

Synopsis: (U) To report potential IOB matter(s). 



(U) Details: The following information is being reported 

pursuant to Intelligence Oversight Roard reprrting requirements 
that potential IOB matters be brought to the attention of OGC and 
I n s o e :: t. i o n Di vi s i on . 



institutions at which the subject had maintained an account 
(cover EC dated 01/10/2005, serial 21). The NSL cited incorrect 
_ega_ authority. The NSL should have been issued pursuant to the 
Fair Credit Reporting Act (FCRA)15 USC 1681u(a), however, the 
legal authority cited was 18 USC 2709 ( Czuntcrintcl liqcncc access 

DATE;:: 12^17-^2007 ALL INFORMATION CONTAINED 

CLASSIFIED BY 6.5179 DHH/KSR/JB 1 HEPEIN IS UNCLASSIFIED EXCEPT 

REASON: 1. 4 (c) WHERE SHOWN OTHERWISE 

DECUSIIFT ON: 12-17-2032 


NSL VIO- 36027 


if tr' 




onoRnT 


? : : In sp e c t i on F r om : P I 

(U) -He-: 27 8-HQ-C122 97 36-ViO, 03/21/2007 


tc telephone toll and transactional records). For purposes of 
mandatory Congressional reporting, the c:ver EC documented the 
issuance of an FCRA NSL, which accurately reflected the requested 
information and the results delivered pursuant, to the NSL. In 
its return, on or about 02/08/2005 via l I 

provided a tu^^_credic report on subject ;EC dated 02/u8/2u0b, 
serial 23) . providing inforrnati : n beyond the scope of 

the NSL resulted in an unintentional acquisition of data. 

(U) X The unintentionally acquired information was not 

utilized in the investigation, and thus the potential I OB was not 
reccgnized at the time. The discovery of the "over-collection" 
of data occurred on March 9, 2007, during the course of reviewing 
files pursuant to an impending Inspection Division audit of case 
files containing NSLs and rela ted mater ials. Upon its discovery, 
the 1 A Envelope containing the [ i fi i" i - r~,-H t report was 

removed from the file and delivered to l I CCC for 

sequestration until receipt of further guidance from OGC. This 
matter is being reported within the mandatory 14-day reporting 
p-e r i od . 


-6BCBE3L 

2 


b2 

b7E 

b4 

b7D 


b2 

b"E 

b4 

b7D 


NSL VIO- 36023 



To: 

(UJ -~R*i 


SECRET 


I n g p e ■- 1 i n F r ■' rn : | | 

2 7 8 - HQ-C 1 2 2 9 7 3 6 ■ - V I o , n 3 / 2 1 / >: 0 7 '/ 


b 

b 


LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 


AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

GENERAL COUNSEL 


AT WASHINGTON, DC 

(U) For action deemed appropriate . 


♦♦ 


-©fiCKET 

3 


NSL VIO- 36029 


C\] f"- 



(Rev. 01 -3 1-2003) 


SECRET 

FEDERAL BUREAU OF INVESTIGATION 


Precedence : 

ROUTINE 


Date: 

03/21/2007 

To: Inspect! 

on 

Attn : 

IIS 


General 

Counsel 

Attn : 

MS LB 



From: 

Contact: CDC 

Approved By: 

Drafted By: 

(U) Case ID #: ^ 278-HQ-C1229736-VIO (Pending) 


Title: (U) REPORT OF POTENTIAL IOB MATTER 


Synopsis: (U) Potential IOB reporting of carrier I I error 

in regard to a National Security Letter (NSL) . 1 



(U) Details: The following information is being reported 

pursuant to Intelligence Oversight Eoard reporting requirements 
that potential IOB matters be brought to the attention of OGC and 
Inspection Division. 


Acting SSA |_ 


signed to SAQ 


bl 

b4 

b7D 

b6 

b7C 

b2 

b7E 


isi r 


(U) A Fair Credit Reporting Act (FCRA) National 

Security Tott&r (NST.) . under 15 USC 1 6 8 1 u ( a ) , was appropriately 
issued to requesting names and addresses of all financial 

institutions at which the subject had maintained an account ' 

(cover EC dated 05/12/2004, serial 12). In its return, on or br 

about 07/13/2004 via | p rovided a full b7E 

DATE ‘ 12 -T 7 007 

CLASSIFIED BY 65179 DHH/KSR/JB ALL mFORHUTOH CONTAINED 

REASON: 1. 4 (c) HEREIN 15 UNCLASSIFIED EXCEPT 

DECLASSIFY ON: 12-17-2032 SHOW-i OTHERWISE 


NSL VIO- 36030 


XT XT XT' XT 




■ seorde 


Insp' 

(U) 3x( 


■ ct i on F r -r-m : | 1 

27 2 -HQ-C1 22 97 36- V 1 0 , 03/21/2007 


credit, r eport on subject (cover EC dated 07/13/2004, serial 16). 

r o vi d i ng information beyond the scope of the WSL 
resulted in an unintentional acquisition of data. 

The unintentionally acquired information was not 

utilized in tine investigation, and thus the potential IOB was not 
recognized at the time. The discovery :f the "over-collection” 
of data occurred on March 9, 2007, during the course of reviewing 
files pursuant to an impending Inspection Division audit of case 
files containing NSLs and relate^Jm^t^rials . Upon its discovery, 

the 1A Envelope containing the | | full credit report was 

remcved from the file and delivered tc | ] CCC for 

sequestration until receipt of further guidance from GGC. This 
matter is being reported within the mandatory 14-day reporting 
period . 


b4 

b7D 

b2 

b7E 


2 


NSL VIO- 36031 



■SECRET 


b2 

b7E 


(U) 


To: 

-Rev- 


In gj: o t i ■' n F r n m : 1 
V 2 7 8 - HQ-C 1 2 2 9 7 3 6 -VI o , 


LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 


AT WASHINGTON, PC 

( U ) For a c:. i o n d eemed a pp r op r i a t e . 

Set Lead 2 : (Action) 

GENERAL COUNSEL 


AT WASHINGTON , DC 

(U) For action deemed appropriate. 


♦♦ 


SLCREl 

3 


NSL VIO-36032 



(Rev. 01 -3 1-2003) 


OECRDT 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 

03/21/2007 

To: Inspection 

Attn : 

IIS 


General Counsel 

Attn : 

MS LB 



From: 

Contact: CPC I ~~ 

Approved By : 

Drafted By: 

(U) case ID # : 2 78-HQ-C1229736-VIO (Pending) 

Title: f U ) REPORT OF POTENTIAL IOB MATTER 


b2 

b7E 

b6 

b7C 


Synopsis: (U) To report potential IOB matter(s). 



(U) Details: The following information is being reported 

pursuant to Intelligence Oversight Rnard reprrf.ing requirements 
that potential IOB matters be brought to the attention of OGC and 
I n s p e :: t. i o n D i v i s i on . 



,5) Subject of investigation 


identified as 


(U) feCf A Fair Credit Report in:: Act (FORA) Nationa l 

Security Letter (MSL) , under lb USG lfeirlu, was issued to | j 


requesting names and addresses of all financial institutions at 
which the subject had maintained an account (cover EC dated 

ALL INFORMATION CQiraiNED 
HEREIN 13 TJI-ICL AS 3 1 FiEt 1 EXCEPT 
WHERE SHOWN OTHERWISE 


PATE: 12-17-2007 

CLASSIFIED BY 65179 DHH/KSR/JB 

REASON: 1.4 (c) 

DECLASSIFY OH: 12-17-2032 


bl 

b4 

•b7D 

be 

hlC 

h2 

b7E 


NSL VIO- 36033 



saiwniH 1 - 


(U) He! ^ 


■ ct i on F r om : I I 

278-HQ-C1229736-V10, 03/21/2007 


05/18/2004, serial 20). The N3L should have been issued pursuant, 
t: 15 USC 1681u(a) in that it sought a listing of all financial 
institutions, however, the N3L cited as authority 15 USC 
1681u(b), which provides for the furnishing cf consumer 
identifying information. For purposes of Congressional reporting 
requirements, the cover EC correctly identified the issuance of 
.3 to FCRA I 111 . In its ret- o n. receives on or about 07/23/2004 via 
| j provided a full credi t report o n 

s ub j e :• t ( cove r EC d a t ed 0 7 / 2 3 / 2 0 04, serial 26). 

providing information beyond the scope of the N3L resulted in an 
unintentional acquisition of data. 

(Ui X The unintentionally acquired information was not 

utilized in the investigation, and thus the potential IOE was not 
recegnized at the time. The discovery of the "over-collection" 
of data occurred on March 9, 2007, during the course of reviewing 
fi-es pursuant to an impending Inspection Division audit of case 
files containing NSLs and rela ted mater ials. Upon its discovery, 
the 11. Envelope containing th< I Till credit report was 

removed from the file and delivered to | | CCC for 

sequestration until receipt of further guidance from C)GC. This 
matter is being reported within the mandatory 14-day reporting 
period . 


b2 

b7E 

b4 

b7D 


b2 

b7E 

b4 

b7D 


2 


NSL VIO- 36034 




CLORD T 


b2 

b7E 


To: 

(U| -Res- 


-nsoertiori From: I I 

2 7 H ■ - : IQ-C 1 2 2 9 7 3 6 -VI 0 , 0 3 / 21/2 0 0 7 


LEAD (s) : 

Set Lead 1 : (Action) 


INSPECTION 


AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 


♦♦ 


CEORBT - 

3 


NSL VIO-36035 



FD-962 (Rev. 03-21-2005) 


gggggip 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 03/21/2007 

To: Inspection Attn: IIS, Room 11061 

General Counsel Attn: NSLB, Room 7975 



(U) Case ID #: u><f 27S-HQ-C1229736-V10 

Title: (U) REPORT OR POTENTIAL IOB MATTER 

(fll - Synopsis : To report possible IOB error. 



Details : 



(U) 4 . Description of IOB Error (including any reporting delays). 


<U) a result of an audit of NSLs issued by th 

Division, it was discovered that an EC requesting an N 
11/24/2003, was not reviewed by the CDC :r SSA, did not state the 
predication, and did not cite the relevant statutory authority for the 
MSL. However, it should be note! that the signed NSL did cite the 
relevant, statutory authority for requesting telephone subscriber 

DATE; 12-17-2007 ALL INFORMATION COrrAIM 

CLASSIFIED BY .65179... Wffl/KSR/ JB ^IDGnET HEPEIN IS OTIC LASS I FIED EXtEfT 

REASON : . 1. 4 Jc WHERE SHOWN- OTHERWISE 
DECLASSIFY ON: 12-17-2032 



NSL VIO- 36036 


fcr tf 




5BCRBJL 


(U) -Re :- 


■sr 


act ion From: 
7 S-HQ-C122 9' 


710, 03/11/2007 


in format io n and toll records. Out ot an abundance ot caution, the 

CDC is reporting the failure t : orcrerl v cite the statutor y 
jg | authority in the EjC as a potential I OB violation. | | 


bl 
h2 
■b7E 
-b 6 
b?C 


LEAD (s) : 

Set Lead 1 : (Action) 


AT WASHINGTON I , DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 


♦♦ 


■fifiCRBZ 


NSL VIO - 36037 




FD-962 (Rev. 03-21-2005) 


oil CREST — 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 

To: Inspection 

General Counsel 


Date: 03/21/2007 

Attn: IIS, Room 11961 

Attn: NSLE, Room 7975 


From: 

Contact: 

Approved By : 

Drafted By: 

ttf) Case ID #: 27 S-HQ-C122 97 36-V10 

Title: (U) REPORT OR A POTENTIAL IOB MATTER 

(U) Synopsis: To report possible IOB error. 



•to 2 
to7E 
to 6 
to7C 


Details : 


1. 


□ (retired) . The Supcrvi a o r wa a S S A 


bl 

b-2 


(U) iX “* Possible IOB Error: 



■to i b 

bo 

b7C 


(U) 4. Description of IOE Error (including any reporting delays). 

(U) As a result of an audi t. ~ NST . s is sued by t lie 

Division, it was discovered that I Irn a y have "over collected" 

financial records relating t o the subject. Specifically, the NS1, 
dated 5/19/2004, requested "all financial records..." pertaining to 
the subject. In the following paragraph the MSL stated, "Records are 


DATE: 12-17-2007 

CLASSIFIED BY 65179 DHH/KSR/JB 

REASON: 1.4 (e) JiFiCBT^ 

DEGLASSIFY ON: 12-17-2032 


ALL INFOPHATION COIfTAIffiD; 
HEREIN IS UNCLASSIFIED EXCEPT 
WHEPE SHOWN 0THEPLFISE 


NSL VIO- 36033 


if cr' 




T : : Ins p e c t ion F rom : Q 

(U) -Re-: 27 8-HQ-C122 97 36 


(S) 

(U) 


10 , 03 / 21/2007 

requested for the period fromT" 


““ w The recipient financial institution provided canceled check 
from the subject. While all the canceled checks provided constituted 
"all financial records" within the recipient's possession pertaining 
tr the sukiect^ - scjn^ - c^^he_cancel i e<^ - checks - jore^date - ^he - joeriod 
requested, | 


r e p<: r tin g ItTe^over^coTTe^ 51 


VT rT a Uer. 


bl 

b2 

b7E 

b 6 

b7C 


LEAD (s) : 

Set Lead 1 : 


(Action) 


AT WASHINGTOt I , DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 


♦♦ 


SECRET 


NSL VIO- 36039 



(Rev. 01 -3 1-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 03/14/2007 


To: Inspection 

General Counsel 


Approved By: 


Drafted By: 




Case ID #: (U) 27 8-HQ-C122 97 36-VIO (Pending) 

Title: (U) REPORT OF A POTENTIAL I OB MATTER 

Synopsis: (U) EC provides details regarding a potential I OB 

in a t ter. 


Reference: (U) EC dated 11/16/2006, file 276-HQ-C1229736. 


(U) Details-: On 03/13/2007 , 

inferred his Supervisor, SS | 
violations related to the below three 
i nve s t. i gat i ons : 


| oi potential I OB 
t oun t e r i n t e 1 1 i ge nee 



DATE: 12-17-2007 

CLASSIFIED BY 65179 DKH/KSR/JB 

PEAS ON: 1.4 (c) 

DfcbliASSIFY ON: 12-17-2032 


ALL IIJFOBHATIOE: CONTAINED: 
HEREIN IS UNC LASSIEIED £k?CEP‘T 
WHERE SHOWN OTHERWISE 


NSL VIO- 36040 




The potential violation occurred when a National 

^uritv Letter (NSL), dated 1U/23/2U06, was sent to 


litle lb, U.S.C., Section lbblu. The NSL specifically requested 
the nan^ s and addresses of all financial institutions where 

1 records indicate the consumer maintains or maintained an 
accc unt . 

In response to the NSL, p r o v i d ed the 

delivering off ice. I 1 credit report dated 02/08/1007 . 

On 02/ 09/2007 , | I 'rovided Ihp d n 

electronic communication (ECJ) enclosing t.he | | NSL results 

in a 1A envelope. When the credit i^ort^^^s^recelv^d on or 
about 01/10/2007, the case agent, s | □ did not 

realize it was a full credit report a no tiled it. To date, nt' 
additional leads, NSLs, or other investigative action was 
conducted based on the information provided in the credit report. 



The potenzial violation occurred wh 


The NSL 'was issued pur 


NSL VIO- 36041 


tr' tr 



Re : 


H9B€pR6r 

I n 3 p e c t i on F rom : \ ” === 

(U) 27 8-HQ-C122 97 36-V10, 03/14/2007 


b2 

b7E 


Title 15, U.3.C., Section 1681u. The NSL specifically requested 
the names and addresses of all financial institutions where 
Equifax records indicate the consumer maintains or maintained an 
account . 

(U) Tn rpsnnnsp to thp KSL j I provided the 

delivering office ! I ere lit report. On 12/03/2006, 

i — | p r ovided the c ase a cert an electronic 

c : rnmu n i ? a t i on f EC ) e n c 1 o s i n g t h S L results i n a 1 A 

envelope. When the credit - e pp r t wa s reee i vprl r, n or about. 
12/15/2006, the case agent, Sa | ] did not realise 

it was a full credit report and filed it. To date, no additional 
leads, NSLs, or other investigative action was conducted based on 


the information pro-vided in 

the credit report . 


1 


i 

| | The case was J, 

nitiate.c uncer the Attorney General 

Gi .1 ci e l i n e s ,:-.o ct. i on T T . R . 1 1 





bl 

b4 

b7D 

be 

blC 

b-2 

b7E 


(U) The potential violation occurred when a National 

Security Letter (NSL) , dated 11/01/2006, was sent 1 I I 

I , i 

I The NSL was issued pursuant to 

Title 15, U.S.C., Section 1681u. The NSL sp»eci f icall y requested 
the names and addresses of all financial institutions where 
| | records indicate the consumer maintains or maintained an 

accc unt . 

(U) NSL, I j provided the 

delivering office , 1 I credit, report. On 12/07/2006, 

I I Provided the casement an electronic 

c immunisation (EC) enclosing the ] j NSL results in a 1A 

e n v e ~ p- e . Wh e ri t h e eredi r e p o r t wa s r e c e i v ed o n r. r a ho i 1 1 
12/15/2006, the case agent, S7 | ] did not realize 

it was a full credit report, and files it. Tc date, no additional 
leads, MSLs, or other investigative action was conducted based on 
the information provided in the credit report. 

(UJ X On 3 / 0 S / 2 0 0 / 1 | Counterintelligence Division wa s 

ratified ty FBIHQ Office of General Counsel of the possibility 
that full credit reports may have been provi ded i ri r e s po^ n s e to- 
ri" n-CV urit.ert.errv.r i sni NST.s . Subsequent. 1 y, SA | | checked his 

current case files and no- 1 iced three investigations containing 


b6 

b”C 

b4 

b7D 

•b2 

b7E 


ODCRDT 


3 


NSL VIO- 36042 




TSBOREg . 


To: Inspection Fn-m: I I 

Re: i U ) 2 7 8 - H Q - C 12297 3 6 - V 1 0 , 0 3 / 1 4 / 2007 


ECs enclosing ad ... . tredit report. SaI l alerted his 

Supervise r , S I o f the | |cre di t rep : rt s . 

The reports were i mine d lately p r o v i d e d t . p a. . | | wh ere the y 

wc r c s c qu e o L e r ed pi end i ng a d e t e r rni n a t X P n f rorn MS Lb as t o wh ether 
t h i $ m a 1 1 e r co n s t. i u e y an I OB vi ■: _ a t i > j n . 


b€ 

b7E 



NSL VIO- 36043 


XT' XT' 



b2 

b7E 


To: Inspect A ~,n Ff'-'in: I 1 

Re : ( U ; 37 8-HQ-C122 97 36 -VI o , fl 3 f \ 4 / 2 0 7 '/ 


LEAD (s) : 

Set Lead 1: (Info) 


INSPECTION 


AT ISS 

(U) For information. 

Set Lead 2: (Info) 

GENERAL COUNSEL 


AT NS LB 

(U) General Counsel is requested to review this matter 
arid provide guidance as to the disposition of the sequestered 
materials . 


♦♦ 
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FD-962 (Rev. 03-21-2005) 


-gBGRET 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 03/27/2007 


To: Inspection Attn: I_S, Room 11061 

General Counsel Attn: NSLE, Room 7975 



Drafted By: 


(U) case ID # : 27U-HQ-C1229736-VIO 

Title: ( U ) REPORT OR POTENTIAL I OB MATTER 

(U) Synopsis : To report possible IOB error. 



Enclosure (s) : For| |CDC, an er.ve_cpe containing the redacted 
p- • rt ■ n of a bank statement, which was erroneously provided t- - - “he FBT 
by the tank pursuant to an NSL request. 


Details : 



iTJJ u l :o: " J review of bank 

discovered a possible over co 


record s r e :j u e s t e d v i a NSL, 
lection of financial data. 



DATE : 12-17-2007 
CL ASSIFIZ'D''W'''iSS179 M/OE/JE 

REASON: 1. 4 (c) 

DECLASSIFY OH: 12-17-2032 


ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED EXCEPT b6 

WHERE SHOWN OTHERWISE b 7 C 

b2 
b?E 


NSL VIO- 36045 




ODGRDT 


T : : Ins p e c t i on F r om : I I 

W) Re: £&( 27 8-HQ-C122 9736-VIO, 03/27/2007 

this case is an NSL addressed to I I tor finan cial records 

related to the subi ecu . The NSL requests all records from I 1 

i i 1 1 


(S) In resp onse to ~ NSL. I~~ ""I provided. provided 

copies of account | |in the subject's name. The firsc monthly 

statemen^^rovidecMo^^he ban}: encompassed the date range of 

The statement contained three day's worth 
o^^aanT^TT^nET^^^^^wa^^T^side o-f the date range requested in the NSL. 

(U) X T he writer physically cut the three day's worth of over 

collected data from the monthly bank statement and provided it to the 
| |C DC for s t o rage. 

m M l l c onsiders this potential IDE matter resolved, peg 

b4 

■b7D 

b6 

b7C 


NSL VIO- 36046 




PEORET 


b2 

b7E 


To: I n sp e c t i o n F r om : I I 

(U) -Re: 273-HQ-C1223736-VIO, 03/27/2007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 


AT WASHINGTON, DC 

; U i For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WAS H I N C-T ON , DC 

( L ) For action deemed appropriate. 


♦♦ 


6SCBE T 

3 


NSL VIO- 36047 



(Rev. 01 -3 1-2003) 


- abodet 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 03/15/2007 


To : Counterintelligence 


Inspection 
General Counsel 


Attn : S S A I ] 

CD- 2 A, Room 4133 
Attn: IIS, Room 3041 

Attn: MS LB, Room '/94 V 


be 

b7 


From: 

I . 

Contact: SA [ 

Approved By: 


Drafted By: 

Case ID #: (S) [ 



Title: (S) 


I N'I'U l.l, l < i -}HN(1!k 

OVERSIGHT MATTER 


b6 

b7C 

b2 

b7E 


^ Synopsis: X To provide information regarding a possible 

Intelligence Oversight Board (IOB) violation involving captioned 
investigation. 



(U) Details: ^ 

IOB violation 


The following inf ormati^j^oer tains to a possible 
involving captioned^^^^^^J investigation: 


1) 



? -^orme£_Ca£e^qent 
- I 1 Supervisor 


(S) ■•*■) [ 

(Si 3) | 


DATE: 12-17-2007 

CLASSIFIED BY 65 179 DHH/KSP/.JB 

RE AS OU : 1.4 (c) 

DtCLASSIFf ON: 12-17-2032 




ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED :EXCE:PT 
WHERE SHOW OTHERWISE 


bl 

b6 

■b7C 

h2 

b7E 


NSL VIO- 36053 


tr t f 






7:: Cnnpteri nt.el 1 i ae nee From: ^ 

Re: (S) I 1 (Closed) 

2 7 R-HQ-C 1 b'X/'X-VTO, fiVu '? i 2 D 07 


] 


X 


4) U.S. Ferson. 

(S) 5>|- I 

I [On 

01/ 11 / 700b, a FCRA request was submitted t ■: f or header 

information pursuant to Title 15, L'.S.C. §§1681 (u). 


bl 

b2 

b7E 

b4 


b7C 


6) EXPLANATION: 


| On 01/11/2005, case agent submitted a §1681 (u) FCRA 
l"-lcL i l requesting "personal identifying information" 

and "Identity of Financial Institutions," citing Title 15, U.S.C, 
Section 1681 (u). 


iv) x i i responded to the request on or about 

02/ Cl /200b. rne case agent was not aware at the time the 
response was provided that it contained 1681 (v) material, to 
include paperwork captionec i 1 

(U) X The discovery of the 1681 (v) made during a 

review of the file on 03/07/2007. T\ I J report, was 

removed from the captioned file and sequestered with the 1 I 

Division's Chief Division Counsel, pending resolution of the 
potential I OB and additional guidance from National Security Law 
Branch . 


bl 

b4 

b7D 

b2 

b7E 


(U) X The case agent did not disseminate or take any further 

action regarding the 1681 (v) information contained in the report 
in furtherance of the investigation. 


SECRET 

2 


NSL VIO- 36054 


tr tr 




SDOIUff 


To: Cou nt c- r i n t e 1 1 i gen c e From: | 
Re : (3 ) | | ( C 1 s ed ) 

2 7 8 • [IQ-Cr22^W2b- In, Ud/lj 9 / 2 007 


X 


b2 

hi 

hi 

be 

hi 


LEAD (s) : 

Set Lead 1 : (Action) 


IN3PSCTT ON 

AT WASHINGTON, DC 

(U) Request IIS to take appropriate action as 
necessary, in response to this potential I OB matter. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 


AT WASHINGTON. DC 


necessary, 


fj ; 

in 


Request NS LB to take appropriate action as 
response to this potential I OB natter. 


♦♦ 


■Sfl ORD'B . 

3 


NSL VI 0-3605 5 



(Rev. 01 -3 1-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 03/22/2007 


To: Inspection 

General Counsel 


Attn: I_S, Room 11261 

Attn: NSLB, Room 7975 


| JTT 7 
Contact : SA| 


Approved By: 


Drafted By: 
(IT) Case ID #: ' 



-HO-C122 97 36 -VIQ (Pending) 
( Closed ) 

(Closed) 


REPORT OF A POTENTIAL IOB MATTER 


(U) Synopsis: 


To report a potential IOB matter. 


(U) Reference: ? 7 R-HQ-r i 9 ? Q i a fi-VT o rial 2570 

(3) 

( 3 ) 

( 3 ) 

( 3 ) 

(3) 

( 3 ) 

(U) Details: On 03/1 9/2 uu7, the writer was informed of a 

p : tent i al Intelligence Oversight Board (IOB) matter regarding 
National Security Letter (NSL) issued for captioned^ 


DATE; : 12-17-2007 

CLASSIFIED BY 65179 DHH/KSR/JB 

REASON: 1.4 (c) 

DECLASSIFY ON: 12-17-2Q 32 


:d for captioncdj 

ALL INFORHATIOK CCHTTAIM 
■WiTFIH IS UNCLASSIFIED; EKCEPT 
WHERE SHOW!! OTHERWISE 


NSL VIO- 36056 


tr fcr fcr tr tr 




SfiCBET 


T:: Inspection 

(UJ -He-:- >< 278-HQ- 


F r c-m : 1 I 

■Cl 22 973 6 - VIO , 0 3 / 22/2007 


cases. Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 12, United States Code 
(U.S.C.), Section 3414(a)(5), (as amended, December 13, 2003), 
the FBI can request financial re cords frrrn a financial 
institution. On 08/18/2005, the I 
Section 3414(a)(5) for financial records 
I The NS2 


Ifbi - 

from the£ 
inf 


i s sued 


NSL under 


(S>[ 


requested financial information on two 
people and an associated business. Each person was a subject of 
separate tut related investiqations . There fere, the NSL was 

r f i 


-guested under both 


ases 

1 The" NSL 


the ca ption* 
period | 
frame, thel 


the provider, th< 


requested FTnancTaT records for 
^^subj^e^rt^sjajad^r^^ssociated business for the time 

| Instead cf the requested time 
IFBI receiv ed financial records from 

] This Vflfi nri nTTl'T yri the part of 


rpfprpnr.pfi NfiL 


^nnr.i 


I | provided financial information outside of the scope of 

the request. They provided finanacial information on a floppy 
errnputer disc v/ith data from 08/29/2000 through 08/2 9/2005 when 
the^jrere only requests d to provide information f r o m I I 

I l ( in this easel I The EC 


uestinci 


the NSL| 

I was dated U — TK 


1 


computer dish was 


frr warded under cover of an EC frotj ~| da - . ed 

1C/C3/2005. When the disc arrived l I I , case agents were 

already in the process of writing a search warrant for the 
subjests residence. Co nsequently , the disk was not reviewed at 
the time of arrival aiw.l I was r.ot aware that I I 

had provided financial information 
outside of the scope of the request. This error on the part of 
the provider was brought to the attention •: f the writer on 
0 3 / 1 9 / 2 0 0 7 a s a resul t of the on-site inspection conducted by 

ssr i \ 

(U) On 03/23/2007, the cisc c:ntaining referenced 

financial information was pulled from the closed file and 
reviewed. The financial information was provided in a Microsoft 
Access file. All of the information provided on the Microsoft 
Access file that fell between 08/29/2000 and 02/28/2001 was 
deleted. 


(3) Ci 
J wa s 3A ^ 


the 


-d event t. i me, the 
^ a r.d the cl 


agent, fc 


-rase agent was 


hi 
to 2 
to7E 
to 4 
too 
to7C 


p 


toi 
to 2 
to7E 
to 4 
to€ 
to7C 


■1=1 


^B B GRDE - 


NSL VIO- 36057 





NSL VIO- 36053 


far far far' far' far' 



-fi grp itt 


b2 

b7E 


To: 
(U) Re:-: 



From: I 

C 122 9 7 3 6 - V 1 0 , 


Zl 

;i3/2 


72007 


LEAD (s) : 

Set Lead 1 : (Action) 


INSPECTION 

AT WASHINGTON. DC 

( U ) Fo r action dee mod app r op r i a t e . 

Set Lead 2 : (Action) 

GENERAL COUNSEL 


AT WASHINGTON , DC 

(U) For action deemed appropriate. 


♦♦ 


SECRET 

4 


NSL VIO-36Q59 



(Rev. 01-31-2003) 


SECRE T" 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUT I N E 


Date: 03/16/200/ 


To : Counterintelligence 

General Counsel 
Inspection 


Attn: CD- 3 A, 3SA I I 

Attn: NSL? 

Attn: Internal Investigative Section 


From: 


Contact: SA [ 


] 


Approved By: 


Drafted By: 


(U) Case ID #: ]><£ 


2 7 8 -HP-C1 2 2 97 3 6- VI O ( Pending J 

(Pending) 


(U) Title: REPORT OF A POTENTIAL IOB MATTER 


bl 
lb 2 
b7E 
IbC 
b7c 

lb 7 A 


l,T -"' Synopsis: To report a potential .OR natter involving an 

overproduction by a carrier. 



Details : 


S) During the investiga tion of T 


dtentia 


Pending), Case Agent. SAL 


_| discovered a 


1 


TuB violation involving an catamjMdurtion by a carrier 


that had occurred in 2006, prior to S/£ 

1 lUi nn, llSRiFR C 


Agent for this investigation is 


J being assigne d the 

l I 

I The Super visory Special 


:S; SA l i the crevinj 

agent, regueste d t h r o ug h a n l fSL dated 04 1 2 / C 6 from I 
subscriber information fori” " 


] date [ 


bl 

b7A 

b2 

b7E 

b-6 

b7C 


DATE; 12-17-2007 

CLASSIFIED BY 65179 ;DHH/KSR/JB 

REASON: 1.4 (c) 

DEGLAS SI FT ON: : 12-17-2032 CDCItTT 


ALL INFORMATION CONTAINED 
HEREIN- I S ..imCiAdSTFiED) .E'tGEPT 
WHERE SHOW OTHERWISE 


NSLVIO- 36060 




SOGRE T 


(U) -He: ■ 


general Counsel At on: NS LB Inspect ion From: ^ 


-HQ-C122 97 36-VIO, 03/16/2007 


b2 

b7E 


, rJ , tel ephone 1 i n ebell a v.ed . . . .t.o . . ■ be- - - - u-s e d- - by [_ 
i 1=1 f 1 C / 1 6 7 2 0 0 6 , a response was received fr: 


subscriber as I 

~'he response also indica ted that the "Length of service 


On 

Jidentp^incL^he 


from 


^ated 

| This information was i n c 1 ad 
1 ^ T'hat""everi?!i all y was withdrawn for other amendments 

arid updates. The request form was never converted to a 
Declaratior^^nd^ thus_^he over-produced information wa s never 
s ubmi 1 1 ed j j 

A^f EC date d 1C) / 2 0 / 2 0 0 6 , the case was reassigned 
|transfer_to_another s q u ad . 
^ SA 
I J sent another NSL dared 02/12/07 t d I or t he same 


t: SA^^^^^^^^^^^^Jupon SAT 

In preparation for a re -submittal 


information: subscriber information for[ |as of 

| | res po nse, included In Lb dated Uc/ 09/2 0 0 7 

and received on 03/ 14/07, was negative. On 63/16/ J7, SA[ 


□ 


attempted to determine the cause of the discrepancy in the result 
despite the fact that the same information had be e:. -n ested in 
the previous NSL. Upon comparing the results, SA l I not iced 

that, thou gh the subscribe r informa tion was requested as of 
| 1 1 he results fr orrl laid not confo rm to the date 


reques 


but were from^ 


1^? Upon this discovery, SAl I then consulted with 

SSA/ADC | I jegal Department, ! | who advised that this 

w a yjjry-: i b 1 e I OB violation d u e L o o v e r - p r o d u c L i o : i b y c a rrier. 
SA| |ad vised that the ove r-produ ction be sealed and 

sequestered with the CDC. SA | | seaied the over-production on 

03/16/07 and gave it t o^e£al_Urmt_o^_03££^/ 2 0 0 1 . The Legal Unit 
was also provided with| | and copies of same 

emtained ini 1 i les 


bi 

b2 

h7E 

bo 

b7C 

b4 

b7D 

b7A 


be 

b7C 

b2 

b7E 


(SJ 1 The....FE'.T originally listed| 

wh 1 :: h s ub s cr i be r ""info r-ma-tion .. .wa^^soug^^^n^T 
the NSL to seek subscriber inf o r ma t i oh "f c r I 
6 / 2 6 0 b . 1 


Jas the number fir 
subsequently amended 


bl 
b 6 
b7C 


CCCRET 

2 


NSL VIO- 36061 




(U) -He-*-- 


eeerET ' 

General Counsel At on : NSLB Inspection Froir.: 

27 2 -HQ-C1 22 97 36-V10, 03/16/2007 


b2 

b7E 


LEAD (s) : 

Set Lead 1: (Info) 

COUNTER I NT ELLI GENCE 

AT WASHINGTON, DC 
(U) Read and clear. 

Set Lead 2: (Info) 

INSPECTION 

AT WASHINGTON, DC 
(U) Read and clear. 

Set Lead 3: (Info) 

GENERAL COUNSEL 

AT WASHINGTON. DC 
(U) - ^ Read and clear. 

♦♦ 


SECRE T 

3 


NSL VIO- 36062 




(Rev. 01 -3 1-2003) 


<-* T~» /ITlTU- 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 

To: INSD 

General Counsel 


Date: 03/16/2007 

Attn : IIS 

Attn : M S L R , Ro o m 7 947 


From: 

Contact : SA [ 


Approved By: 


Drafted By: 


(TJ) 5ase 


ID # : 


^ 27 R -HO- C1 229736-VTO 

278 | | 5Q078-A 


Title: (U) REPORTS POTENTIAL IOB MATTER 

(U) -Synopsis: ^ 8 ^ To report a potential IOB matter based on the 

receipt of toll-record information from a telephone-service 
provider when only subscriber information was requested. 

(0) X 


Reference: (3) 


Details: (3) | | 

US Person (U S PER) ,| \ 

| | The cai !^ lU bp^dllil IbAJI | 1 

H the s unerv i so r is Supervisory S^GUldl 1 Agent 

™ I l 

(U) On 07/25/20 05. during the course of the 

investigation, Sa J j submit tea a National Security Letter 

subscriber information for a telephone number 
| I t.hat was krw j w^^£jaave^Jaee£^^j^^£ntact with the 

subject. A date range included 

in order to limit the request tor subscriber records to the 
applicable time period. 



DATE: 12-17-2007 ALL INFORMATION COTOITO 

CLASSIFIED BY 65179 DHH/KSR/JB HEREIN IS UNCLASSIFIED: EXCEPT 

REASON ; 1.4 (cj WHERE SHOW OTHERWISE 

DECLASSIFY OH: 12-17-2032 


h2 

hlE 

he 

hlC 


bl 

be 

b7C 

h2 

b7E 


NSL VIO - 36063 




- S E CRET 


7:: INSD 

(U)-Rer--X - 


03/16/1007 


_?^_^n_0 i 8£l i 0 i 05 , oA | | received the results of the 

HSL from ] ~~| dated 06/14/2005. In addition t o 

providing subscriber information for the telephone ri u rnb e r , I I 

a^so_jorovided_^o^^j^ecordsfor the number for calls made 
between l I At the time of receipt , SA 

| d id not take notice of the discrepancy between the 
in fc rmation requested and the information or-- vided. and submitted 
the tell records to be uploaded into the FBI | | 


On 03/15/2007, during a review of the file, 
■ticed the discr^anc^t'etweer. the records request 
Is provided b t h respect to the 07/25/ 

At that time, requested that the toll- 


records provided by^_ ^^^^^Jwith respect to the 
jest. At that time, requested that th 

: rmation be purged f r om 

I was notified on the 03/15/2007 that the records 
'i removed f rom the database. S | ~| Iso notified £ 

I and Acting CPC regarding t 

rrcpancy . In addition, S / ^^"^^l ceqrcgatod the r e core 
file. The records are currently maintained in the I 
srvisor's safe awaiting further direction. 


NSL VIO- 36064 




Jo 2 
Jo7E 


To: 1MSL' 1 from: [ 

\ v \ 


HJi Re-:- 27 8-HQ-C1 22 97 36-VIO, 


1)3/ 16/2UU7 


LEAD (s) : 

Set Lead 1 : (Action) 

GENERAL COUNSEL 


AT WASHINGTON, DC 

(U) The Office of The General Counsel is requested to 
review the circumstances reo^rd^c^^he possible IOE violation and 
to subsequently provide CDC | | direction regarding the 

disposition of the records which were inadvertently collected. 


LEAD (s) : 

Set Lead 2: (Discretionary) 


INSPECTION 


AT INTERNAL INVESTIGATIVE SECTION, WASHINGTON, DC 
(U) For action deemed appropriate. 


♦♦ 


JLCkkTT 

3 


NSL VIO- 36065 



(Rev. 01 -3 1-2003) 


OECRET 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 

To: General Counsel 

I nspect i on Di vi s i on 


From: 


Contact : 
Approved By: 

Drafted By: 


Date: 03/26/2007 

Attn: Nati'inal Security Law Branch 

Counterterrorism Law Unir 
Re: m 7 97 5 

Internal Invest! gati nns 
Section (IIS) 


Case ID #: (U) 27 8-HO-C122 97 36-VIO 


27 8 -HQ- C122 i 

(u) rn 

(S) | 


hi 


Title: (U) REPORT OF POTENTIAL INTELLIGENCE 

OVERSIGHT BOARD (IOB) MATTER 


Synopsis: (U) Report of a potential IOE matter to the National 

Security Law Branch (NSLB) , Counterterrorism Law Unit (CLU), and 
the Insrection Division (ID) Internal Investigations Section 
(IIS) . 



Details: (U) As directed in the OGC e-mail to All CDCs dated 

Mar::h 21, 2007, titled "IOB Issues Relating to Inspection 
Division's Audit", the following is being reported to the NSLB, 
CLU, and to the ID, IIS, as a potential IOE matter: 

(U) 1. Identification of the issue. 

(U) In the "Synopsis" portion :t an EC dated December 
1C, 2C03, it was reported to FEIHQ that the :o:munication (EC) 
approved the issuance of an Electronic Communication Privacy Act 

SiLLklLl ALL INFORMATION CONTAIKEB 

HEREIN IS UNCLASSIFIED (EXCEPT 
WHERE SHOOT OTHERWISE 


PATE:::; 12-17-200? 

CLASSIFIED BY 65179 DMH/KSR/JB 
REASON : 1.4 (c) 

PE CL ASS I FT ON: 12-17-2032 


NSL VIO- 36066 


fcr tr tr tr 






To: Genera' C.~ unse-1 F r om : T I 

Re: (Uj 27 8-HQ-C122 97 36-VIO, 03/26/2007 


(ECPA) National Security Letter (NSL) . In the "Enclosure" 
pox tier, cf the same EC, the NSL wa s identified as being for 
financial records and addressed to | ] 

; U i From a review of a copy of '..he enclosed NSL, it. was 
determined that a Righ t to Financial Privacy Act (RFPA) KST, was 
addressed and issued t a nd correctly citc-d Title 
12, United States Code (U.S.C.), Section 3414(a) (5). 

(U) 2. Error believed committed. 

( U ) The " Svnopsis" portion of the EC should have 
reported a RFPA NSL request . 

(U) 3. Identification of the target. 


(S) 

(S)| 

(U) 4. Identification of the subject’s status. 

(U) United St.at.es Person. 


b2 

.b7E 

b4 

b7D 


bl 

be 

b7C 


3E£ ' RET 

2 


NSL VIO- 36067 




S ECRET 


b2 

b7E 


Re : 


General Counsel From: I I 

(U) 278-HQ-C1229736-VIO, 03/26/2007 


LEAD (s) : 

Set Lead 1 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON DC 

(U) It is requested that the above information be reviewed 
f:r a potential IOB violation. 


Set Lead 2: (Action) 

INSPECTION DIVISION 

AT WASHINGTON DC 

(U) It is requested that the above information be reviewed 
for a potential IOB violation. 


♦♦ 


3 


NSL VIO- 36068 



CRev. 01 -3 1-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: Priority 
T o : General Counsel 

Inspection Division 

From: I 

| R A Squad 

Contact: S 


Date: 03/27/2007 
Attn: NSLB 

Attn: Internal Investigations Section 


M 


Approved By: 


Drafted By: 
Case ID #: 


278 -HO-C 1 229736-VIO (Pending) 
278f|C71404 


Title: 


POTENTIAL 10RV10] 


ATION 


Synopsis: Report of potential IOB violation for[ 

Reference: 278-HQ-C 1229736 Serial 355 
278-HQ-C 1 229736 Serial 1347 
66F-HQ-A1247863 Serial 149 
66F-HQ-A1 247863 Serial 172 


Details: The following information is being provided a potential IOB violation: 

Title: 


Filet: (S t I 


Subject Resident Status: non-U SPER 


1 , 

1 

1 1 



bl 

b2 

•b7E 

b€ 

b7C 


Error : (U) A recent audit regarding National Security Letters { NSLs ) revealed 
that a six month extension was granted in this matter on i 0 / U200 4. A furthe r review failed to 
locate any communication that documents by name or position the \ Official that granted 

this permissible extension. 

DATE: 12-17-2007 
CLA53I FIED BY 65179 DHH/K5P/JB 
REASON: 1. 4 (c) 

DECLASSIFY ON: 12-17-2032 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
I.1HEPE SHOOT OTHERWISE 


NSL VIO- 36069 


cr cr cr tr 




7?: General Counsel From: I I 

Re: 27 8-HQ-C122 9736-VI , 


3/ 2 f 


Explanation: Case Agent SA | | vim contacted and believes that an 

■iSAC was telenhon icallv co ntacted at the time and based upon the enumerated facts 
. -d this extension. &4 | \ affirms that the required autho rity was r eceived, however no 
communication was prepared lo document same. On 10/1/2004. SL4| ] was preparing to 

ting to ensure that all substantive case 
mad also just finished a complex trial with 

dozens of witnesses ana pieces oj evidence. 

Action taken to rectify situation: 321 1 ~\ is aware of the import ance of 

complete docmentatio n in all FBI case fi les, especially ? Counterrorism matters. 371| | has 

been counseled by the \ }fi DC and will ensure that documentation Is complete in 

the. future. 


deploy to Ajgnanistan for a vu day tut ana atiemn 
work and files were up to date and complete. SA 


r • ; 



h2 

b7E 

he 

b7C 


NSL VIO- 36070 




LEAD(s): 

Set Lead 1 : (Discretionary) 

GENERAL COLIN SEL 

AT WASHINGTON. DC 
For infonnation and action deemed appropriate. 
Set Lead 2: (Discretionary) 

INSPECTION 

AT WASHINGTON. DC 

For infonnation and action deemed appropriate. 

♦♦ 


NSL VI 0-360 71 




(Rev. 01 -3 1-2003) 


FEDERAL BUREAU OF INVESTIGATION 

Precedence: PRIORI!' Y 
T o : General Counsel 

Inspection Division 

Fro m: | I 

Contact: SSA | | 

Approved By: 

Drafted By: 

Case ID #: 278-HO-C1 229116- VIO (Pending) 

278 l |C71404 

Title : POTENTIAL INTELLIGENCE OVERSIGHT BOARD (IOB) VIOLATION b 2 

I □ b7E 

Synopsis: Report of Potential IOB violation for | | 

Details : A Potential IOB violation was discovered during \ \ recent NSL Audit, the 

following information is provided: 


Date: 03/27/2007 
Attn: NSLB 

Attn: Internal Investigations Section 


b2 

b7E 

be 

blC 


Title: (S) 


File # (S) I Y Closed ) 



ALL INFORMATION COHTAiJlED 

DATE;:: : 12 -17-2007 HEREIN IS UNCLASSIFIED EXCEPT 

CLASS I FIEB BY 65179 DHH/KSR/JB WHERE SK0WH OTHERWISE 

REASON: 1.4 (c) 

DECLASSIFY OH: 12-17-2032 


NSL VIO- 36072 




■eneral Counsel From: I I 

27 8-HQ-C122 9736-VI , 



expiration. These documents we're never uploaded and file copies 
cculd not be located. During a subsequent tile review in 
approximately July, 7:002, if was the oase was i ridded 

still open in ACS. On 07/18/2 005. 1 . [ closed the case 

pursuant to the procedures and gui delines i n effect at the time 
of the expiration, 05/20/2004. As l I did not recognize the 

extension was not. authorized by Headqu arters at the one year 
period, a violation was not obvious to| Junt.il noted in the 

recent NSL audit. 

(U) Subsequent to these oversights and prior to the 
recent NST. audit, I I revamped the internal tickler system t.r, 

better track expiration dates and provided training to Agent and 
S SC personnel. 


NSL VIO- 36073 



To: General G. .unsel From: I I 

Re : 2 7 R - HQ-C 1 2 2 9 7 o 6 - VI , 0 3 / 2 7 / 2 C 0 7 

LEAD(s): 

Set Lead 1 : (Discretionary) 

GENERAL COLIN SEL 

AT WASHINGTON. DC 

For information and action deemed appropriate. 

Set Lead 2: (Discretionary) 

INSPECTION 

AT WASHINGTON. DC 

For information and action deemed appropriate. 


NSL VI 0-36074 


tr tr 




CRev. 01 -3 1-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: PRIORITY 
T o : General Counsel 

Inspection Division 


Date: 03/27/2007 
Attn: NSLB 

Attn: Internal Investigations Section 


Fro nJ 


'oiituct: ASACf 


Approved By: 


Drafted By: 


b2 

b7E 

•h€ 

b7C 


Case ID #: 7.78 -HO-r i 79Q736-VTO (Pending) 

27 ^ | C71404 

Title : POTENTIAL INTELLIGENCE OVERSIGHT BOARD (IOB) VIOLATION 

i ~i 

Synopsis: Report of Potential IOB violation for 


Details: A Potential IOB violation was discovered during \ \ecent NSL Audit, the 

following information is provided: 


b2 

b7E 


(S) 


Title: (SI 


File # @ | | (Closed) 

I 


hi 

bZ 

b7E 



CLASSIFIED BY 65179 DHH'/KSR/ JB WHERE SHOW OTHERWISE 

REASON: 1.4 (c) 

DECLASSIFY ON: 12-17-2032 


bl 

b”D 


NSL VIO- 36075 




> tr 


wa s 


(S) During the course o f this mvs s 1 1 ^at 1 on , there 
v e c oiranu nications between a nd n uir.e r o u s 

luals at Headquarters as well as within the Department of 

■ iLW). Individuals V*51'5 EgUtir.Sly updated as collective 

I I These updates included 

presentation by SA I I at Head qua rtera i n November 10 Of; 

liiii^tt^rneys, Unit Chiefs, Supervisors a ndl 

Desp i I . e these : ■ »u t. i r;e upidal.es, SA | | appa r^n ' 1 y 

.cd to provide an annual LHM after the one year period. 

[ v/ as not prepared in this matter until it was closed in 


( U ) During the time the annual LHK was due, S aI 1 
so serv ing as the Joint Terrorism Task Force Coordinator 

| in addition to carrying cases. The violation was not 
5 red until noted in the recent NSL audit. 


(U) Su bsequent to these oversights and prior to the 
recent MSL a u d i t r e v a mp e d the internal tickler system tc 
etter track expiration/ reporting dates and provided training to 
gent and S3T personnel. 


NSL VIO- 36076 



General 


■ H Q - C 112 9'/ 3 6 -VI 


03/27/2 00 ! 


bZ 

b7E 


To: 

Re: 


1 1 ns el From: I 




LEAD(s): 

Set Lead 1 : (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON. DC 


For information and action deemed appropriate. 
Set Lead 2: (Discretionary) 

INSPECTION 

AT WASHINGTON. DC 


For information and action deemed appropriate. 


♦♦ 


3 


NSL VIO- 36077 



FD-962 (Rev. 03-21-2005) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 

To: Inspection 


Date: 03/27/2007 


Attn: I_S, 


Room 11361 



Details : 



(U) - 4. Description of I OB Error (including any reporting delays). 


T-T 1 0rj 71/16/2007, a National Security Letter (NSL) requesting 

the name, addresses, and length of service and electronic 
communications transactional records, to include existing 

DATE! 12-17-200? ALL INFORMATION CONTAINED 

CLASSIFIED- BY 6517& CHH/K5R/JB "SECRD'P- HEREIN IS UMCLAS3TFTED EXCEPT 

REASON: 1 ,4 ( c ) WHERE SHOWN OTHERWISE 

DECLASSIFY - ON: 12-17-2032 


NSL VIO- 36078 








T : : .In sp e c t i >:■ n F rom : | | 

(U) He-: 2 7 8 - HQ- Cl 2 2 9 / 2 ( 0 - 210 , 03 / 27/2007 


Set Lead 1 : (Action) 


INSPECTION 


AT WASHINGTON. DC 


i o n 'dee me d a p-p ■ r o p- r i a t e . 


Set Lead 2 : (Action) 


GENERAL COUNSEL 


AT WASHINGTON , DC 


(U) tor action deemed appropriate. 


NSL VIO-360S0 




FD-962 (Rev. 03-21-2005) 


OBCR EI 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 03/15/2007 


To: 


Inspection 
General Counsel 
New York 


Attn: IIS, Room 11361 
Attn: NS LB, Room 7975 
Attn: Legal Unit 


From: 

Contact: £ 
Approved By : I 


Drafted By: 


(U) Case ID #: ^ 27 8-HQ-C122 9736-VIO 

(5) 

f 5) 


] 


( Pending) 
( Pending) 
(Closed ) 


bl 

be 

b7C 

b2 

b7E 


Title: (U) REPORT OR A POTENTIAL IOB ERROR 

(U) Synopsis: To report possible IOB error. 



(U) Enclosures: For the Chief Division Council of the | 

c:py cf RFPA National Security Letter (NSL) , and original credit, 
repcrt. received therefrom for purposes of sequestration. 

Details : 


<u> x 3. Possible IOB Error: A carrier providing information beyond 
the sroee of the FISC order or other relevant legal authority 
resulting in the unintentional acquisiti:n of data. 



■bl 

hr 

b7C 

b2 

b7E 


(S) 


DOT;: -. iz-rlJ^zoni 

CLASSIFIED. ..BY. .65.1.79 . DKH/.KSR/JB 

Season: 1.4 (c) 

DECLASSIFY 01-1: 12-17-2032 


S E CRE T 


ALL INFOPKATION CONTAINED 

HEREIN I S IWCLA3SIF1ED :EXCEPT ] 

WHERE SHOW OTHERWISE , n 

b7E 


NSL VIO-360S1 




^ SBGRHT 


! n sp e ct i on F r om : I I 

Xt 278-HQ-C 1229736- V 1 O , 03/15/2007 


(ui X 4 ■ 


Description of I OB Error ( including any reporting delays). 



lit le 12, 


lion 3401) at which the below-named consumer 


maintains or has maintained an account: 



(U) On Mav 26, 2004, the NSL was executed bv | I In executing 

this NSL. I lo rovided the subject's entire credit report, as opposed 

to: th e requested record of just financial institutions. Therefore, 

| | erroneously provided additional information that was over-and- 

above that which was requested by the NSL. The NSL clearly requested 
financial i.nst.i LuLion records under 15 TJ.S.C. § 1631 ( u ) ( a ) . Case Agent, 
discovered this problem on March 14, 2007, and took immediate action 
t: report the incident and submit the fu ll credit report to the Chief 
Division Council of th I I for sequestration on March 15, 

2 C 0 7 . II o copies of the repo r t remain in case file. 

(U) X The possible violation was not reported in 2004 because case 

Agent was not aware, at the time, that receiving a full credit history 
was beyond the scope of authorization. 


NSL VIO-360S2 


fcr fcf 




/ 15/2007 


b2 

b7E 


To: Infection From: I 

(U] -R-e-: jX; 27 y-HQ-Tl22 36-VIO, 

LEAD (s) : 

Set Lead 1 : (Action) 


INSPECTION 

AT WASHINGTON. DC 

( U ) Fo r action d e emed a pc r op r i a t e . 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 


♦♦ 


■SECRB 9 - 

3 


NSL VIO-36033 



(Rev. 01 -3 1-2003) 



FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 03/27/2007 




To: General Counsel 

Inspection 


Attn: NS LB 

Attn: IIS 


From: 


JjTTF 

Contact: SA 


Approved By: 


Drafted By: | j 

Case"'ID fr-'M 278- | UQ^31229736-VIO (Pending) 

(U) 278-| |C7 14 04 (Pending) 


b2 

b7E 

b6 

b7C 


(U) Title: ^ INTELLIGENCE OVERSIGHT BOARD (IOB) VIOLAT 
ATLANTA DIVISION 


Synopsis: (U) Report of a potential Intelligence Oversight 

B c a r d ( I OB ) matter. 



Reference: (3) Q 

Details: f?) I 



(3) On 09/07/2007, 
electronic communication (EC) s eeking^ 


admit te 



DATE: 1 2-1:7-200 7 
CLASSI FIED; BY 65179 DMH/KSR/JB 


T / /2H3^©3^7 


REASON: 1.4. (c) 

DMASM W ON: 12-17-26 32 


ALL INFOBBATION (CONTAINED 
HEREIN 13 UNCLASSIFIED: (EXCEPT 
WHERE SH0¥N OTHERWISE 


b7C. 

bl 

b 

b.. 

■b 6 


NSL VIO-360S4 


CM 1" 




'“SECRET / 


(UJ 


To-: 

-Re-:- 


General Counsel 
^ 27R-HQ-C12: 


From: L 
! 97 36-VK 


U 3/ : 


a nal^sis^to^e completed by the Field Intelligence Group (FIG). 
The I [ Supervisor, "National Security Eranch(MSB) AS AC, 

and SAC, were listed in the "A pproved By : " portion of the EC. 
When the EC was submitted by j fit was approved by the 

IT -2 Sguad Supervisor. 


:b2 

b7E 

b6 

b7C 


(S) As a result ■ f a n .on id i t ... r ll.-i f i n n,i 1 Security 
Lev ters (NSL) conducted in t h c I ^ I it was noted that 

oho physical case file for | | .id not contain a copy 

of the referenced serial, -d-Tnp H h v ^ ft c ft c or higher authority. 
The physical case file fcr | I contained a copy of the 

referenced EC only signed by the supervisor. SA [ l ap ted 

the EC had beer, uploaded into ACS on 09/11/2006, and continued to 
work on the PI under the assumption that it had been extended. 

SA l ""I believes the ECf | 

I was in fact, approved by an ASAc or rugner auuioriLy. 

The EC in cucstion was also sent to ITOS I, CONUS II, to notify 
them | 1 


bl 

b£ 

b7C 

b2 

b7E 


At the time the refere nced d o ci i rne n t wa s w v ~ i 1 1 e n by 
SA J I ha had be en worki ng in the I I for less 

than two months. SA T I had recently transferred from the 

Birmingham Division, Huntsville RA. Cue to the distance from 
Birmingham(Headquarters City) to Huntsville RA, it was possible 
that a week or more pass before receiving a signed copy of 
documents. As a result of delays due to interoffice mail, the 
fact that a document, had been uploaded into ACS was one, wav to 
determine if the dosipfipnt tlfVl rtnprPVP'1. SpJ Itr^f ed his 

assumption that the | p n the 

fact the document had been uploaded into ACS. 

(UJ >1 The o losing EC prov ided the information mandate d 

by Headquarters policy for closing | | and 

was sent to CTD. 


T r J tie future J 

^^Jsase agents will 

pers onally 

insure that a copy ot| 

| signed by the 

ASAC are 

maintained m rase files. 




b6 

b7C 

b2 

b7E 


"SSCfigT / /223S^22f 

2 


NSL VIO-360S5 



'SSC^ET/ /2£32S325^ 

To: General Counsel From : [~~ 1 

(U) -k-e-: iXf 27 3-HQ-012297 36-VIO, U3/2 7/2UU / 

LEAD (s) : 

Set Lead 1 : (Discretionary) 

OFNFRAT. COUNSF.Ti 

AT WASHINGTON, DC 

(U) NSLB; for information and action deemed 
appropriate . 

Set Lead 2 : (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

(U) IIS; for information and action deemed 
appropri ate . 

♦♦ 


b 

h , u 


"secret / /25526S27 


3 


NSL V 10-36036 


-J ro 



(Rev. 01 -3 1-2003) 




1CRET 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 

To: Inspection 

General Counsel 


Date: 03/26/2007 

Attn: Internal Investigations 

Sect - 

Attn: Natl. Sec. Law Branch 


From: 


Contact : 


Le g a 1 

CD' | | 


Approved By: 


Drafted By: 

Case ID #: (U) 2 7 8-jJdU=C122 97 36-VIO (Pending) 

(U) 278j_jc7650^( Pending ) 

(S) | | (Closed) 


bl 

b2 

he 

b7C 

b7E 


Title: ( U ) POTENTIAL INTELLIGENCE OVERSIGHT 

BOARD ( IOB) MATTER 


Synopsis: (U) T r, report a potential TOR matter 

Inspection Division and to the General Counsel. 


m X 



G-3 

03/26/2017 


the 




I The subject of this 

investigation is a II. S. Person. Th e investigation was ojeened by 
thj |JTTF SSaJ | and assigned to TFOj I 


DATE ; : 12-17-2007 

lilASSIFIED FsY 65179 DHH/KSR/JB 

REASON: 1.4 (c) 

DEGEASSIFf ON: 12-17-2032 




ALL INFORMATION (CONTAINED 
HEREIN IS UIJCLASSI FIEK EXCEPT 
WHERE SHOWN OTHER WISE 
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Tne tile does not request any iriYSgtiflatittil until 

2 0 0 5.wwh.sa...T.EQ-l Leques-t-edt- 
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This investigation was selected for review during ohe 
field-wide a ud it. of N a t. i o n a 1 Security Letters conducted 03/16- 
21/2007 in I 1 filth >'U ( Uh PC' fcSLs were issued from this 

investigation Inspector noted the lapse in dates 

between the expirations of the PI and the extension of that PI 
and the case closing. The file was referred t-~ the CDC on 
03/19/2007 and a decision was made by the CDC to refer it as a 
possible IO? matter on 03/20/2007 because of the claim the case b 

I I :b 

SAc I "1 . .. es - - t.-h-a -t - - 1 h-e - to cedi c at- ion for this 

investigation is sufficient for a Preliminary investigation. The 
Attorney General Guidelines for National Security Investigations 
provide for the opening of a Preliminary international Terrorism 
u ives 1 i ga 1 i < a i based ufv-n i n n "■ rtua t. i • . 1 1 . ,r an allegat.ion indi earing 
an individual or group is acting on behalf of an international 
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I It is 

< e agent that the case 


therefore asserted that the 
was improperly predicated i 
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"SECRET 


To: Inspect! n F r ■" rn : | 1 

Re : ( :.I ; 2 7 8 - HQ-C 1 2 2 9 7 3 6 - VT o , n 3 / 2 6 / 2 0 D '/ 

LEAD (s) : 

Set Lead 1 : (Action) 


AT WA lSHTNGT ON , DC 

( U ) R e v i e w t. h is EC a n d take a c t. i o 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) Review this F.C and advise the 
IIS on the referal of this matter as a polen 

♦♦ 
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n a s a p>p r o p r i a t. c . 


Inspection Di vi s i o n , 
L i a 1 I OB v i o 1 a t. i o n . 
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(Rev. 01 -3 1-2003) 


'Secret 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 

To: Inspection 

General Counsel 


Date: 03/27/2007 

Attn: Internal Investigations 

Sect . 

Attn: Natl. Sec. Law Branch 


From: 


I Lega l Unit 

Contact: CPC I 


] 


Approved By: 


Drafted By: 

Case ID # : (U) 2 7 8-JJ£-C122 97 36-VIO (Pending) 

(U) 27 91 IC7 6506 (Pending) 

(S) | | (Closed ) 

Title: ( U ) POTENTIAL INTELLIGENCE OVERSIGHT 

BOARD ( IOB) MATTER 
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Synopsis: (U) T r, report a potential TOR matter t.o the 

Inspection Division and to the General Counsel. 



Details: (S)f 
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j Tne investigation was 

opened dv tne 

1 liTTF acting SSAI 

"Hand assigned tc 

tfo r 1 

1 

1 The si ltd e.- 1 is a II.?. 

P e rsorT V n e 





DATE : :: 12-17^2007 v ALL INFORMATION: CONTAINED 

CLASSIFIED BY 65179 DHH/KSR/JB SESTET HEREIN IS UNCLASSIFIED EXCEPT 

REASON: I. 4 (C) WHERE SHOOT OTHERWISE 

DECLASSIFY ON: 12-17-2032 
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This investigation was y elec led for review during the 
3idii .v K-_|t • T . ~ Security Letters conducted 03/16- 



21/7007 i \ 1 

Although no NSLs were issued 

from this 


investigation Inspect or J 

1 1 no. ted the 1 anse 

i n r 

dates 

(S) 

■■•between-- t-he--e:< pi- r -a t-i-o-nsf 


ZD 

The file 


was referred to the CDC 

on u 3 / i u / 2 0 u / and a decision 

w a s 

made by 


the C DC to refer it as a possible 102 matter on 03/21/2007 
because o^^he^ informaticn^n^h^^^^^^hich may have been 
o b t. a i n e d ^ I 


LEAD ( s) : 


SECRET 
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To : 
Re : 


_nsoe?tion Frrori 

W)~ 27 B-HQ-C122 


isesrst; 

: l I 

97 36-VIO, 03/27/2 


007 


Set Lead 1 : (Action) 


AT WASHINGTON. DC 

(U) Review this EC and take act i on as appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 


AT WASHINGTON, DC 

(U) Review this EC and advise the Inspection Division, 
IIS '.'ii the rcfcral of this matter as a potential iOB violation. 

♦♦ 
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FEDERAL BUREAU OF INVESTIGATION 
FOIPA 

DELETED PAGE INFORMATION SHEET 

No Duplication Fees are charged for Deleted Page Informaticn Sheet(s). 

Total Deleted Page(s) ~ 24 
Page 4 ~ Duplicate 
Page 5 —■ Duplicate 
Page 6 ~ Duplicate 
Page V — Duplicate 
Page 8 ~ Duplicate 
Page 9 ■— Duplicate 
Page 1 0 — ■ Duplicate 
Page 11 ~ Duplicate 
Page 46 —■ Outside the Scope 
Page 47 — Outside the Scope 
Page 48 — Outside the Scope 
Page 49 — Outside the Scope 
Page 50 — • Outside the Scope 
Page 51 •— Outside the Scope 
Page 65 -- Outside the Scope 
Page 66 ~ Outside the Scope 
Page 67 — Outside the Scope 
Page 68 ~ Outside the Scope 
Page 69 Outside the Scope 
Page 123 •— Duplicate 
Page 124 — Duplicate 
Page 125 •— Duplicate 
Page 126 •— Duplicate 
Page 127 •— Duplicate 



